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1. OBIIIASI XAPAKTEPUCTHUKA TIPOT'PAMMBI YYEBHOM JIACITATIINHBI

1.1 MecTo AMCHUILUINHBI B CTPYKTYPe OCHOBHOI 00pa3oBaTe/ibHOI NPOrpaMMBbI:

VYuebnass auciuiuiiHa  OCHOBBI  HH(OPMAIMOHHOIT  0€30MacHOCTH  SBJISICTCS  O0S3aTENBHON  YacThIO
00menpoheCCHOHATBPHOTO IUKIAa OCHOBHOM 00pa3oBaTeNbHOW TporpaMMmbl B cootBercTBu ¢ ®I'OC mo crnenuanbHOCTH
10.02.05 ObecneueHre HHPOPMAITUOHHON 0E30ITACHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

YueOHas JTUCTIATUTHHA OcHOBBI HHPOPMAIMOHHOI 0e30macHOCTHOOCCIICINBACT (dopmuIpoBaHue
po¢eCCHOHATBHBIX U OOMMX KOMITETEHITHH 1m0 BceM BunaM aestensHocTH PI'OC no cnenmansrocta 10.02.05 O6ecnieuenne
nH(pOpMAMOHHO 6€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

1.2 Hear u IUIAHHPYeMble pe3yJabTaTbhl OCBOEHHUS JAUCHHUILUIMHBI, COOTHeCEHHbIe C IJIAHMPYeMbIMH
pe3yJIbTATAMH OCHOBaHHS 00pa30BaTe/IbHOI NPOrpaMMBbl:

OcBoeHue TUCIUIUIMHBI HAIIPaBJIeHO Ha (hopMupoBaHHe:
001IHMX KOMIICTCHIH I

OK 03. [InanupoBaTh U peaar30BbIBATh COOCTBEHHOE NMPO(MECCHOHATIBHOE ¥ IMYHOCTHOE Pa3BUTHE.

3HaTB: COBpPEMEHHBIE CPEACTBA M CIIOCOOBI oOecriedeHuss MH()OPMALMOHHOW Oe30MacHOCTH;0CHOBHBIE METOAWKH
aHaJIM3a yrpo3 U pHCKOB HHPOPMAIIMOHHOM 0€30MacHOCTH.

YMeTh:kiaccuHUIUPOBaTh OCHOBHBIC YTPO3bl 0€30MAaCHOCTH HHPOPMALIUU

OK 06. [TposBisaTh rpaXkJaHCKO-MATPUOTHUECKYIO MO3UIINIO, IEMOHCTPUPOBATH OCO3HAHHOE TMOBEJICHHUE HAa OCHOBE
TPAIUIMOHHBIX 00IIEYEI0BEYECKNX [IECHHOCTEH, MPUMEHSITh CTaHAAPThl aHTHKOPPYIIMOHHOTO MOBEACHHS.

3HaTB:MeCTO HHPOPMAIIMOHHOH 0E30IaCHOCTH B CHCTEME HAlMOHAIbHOM 0€301MaCHOCTH CTPaHBbI.

YMeTh:KiIacCu(pUIMIPOBATH OCHOBHBIE YTPO3bl 0€30MACHOCTH HHPOPMAIINU

OK 09. Vcmonp3oBath HHPOPMAITHOHHBIE TEXHOJIOTHHU B TPO()ECCHOHATBFHOMN e TSIFHOCTH.

3HaTh: CyIIHOCTh U TMOHATHE HHHOPMALMOHHON 0€301aCHOCTH, XapaKTEPUCTHKY €€ COCTABIIAIOINX .

YMeTh:kiaccuHUIUPOBaTh OCHOBHBIC YTPO3bl 0€30MAaCHOCTH HHPOPMALIUU

OK 10. ITonk30Batbes NpohecCHOHATBHOM JOKYMEHTalMell Ha FOCYIapCTBEHHOM M HHOCTPAHHOM SI3bIKAX.

3HATB: HCTOYHHMKH YIpO3 0€30MaCHOCTH HHPOPMAIMU U MEPHI 110 UX MPEJOTBPAILEHUIO.

YMeThb:KilacCU(pUIMPOBATH OCHOBHBIE YTPO3bl 0€30MaCHOCTH HHPOPMALIHH.

IIpodeccuonanbHBIX KOMIIETEHIIMAI
MK 2.4. OcymiecTBasITh 00pabOTKy, XpaHSHUE U Tiepeaady HHPOPMAIIUH OTPAHUICHHOTO JOCTYIIA.

3HaTh: BUJBI, UCTOYHHKHA M HOCHTENH 3alluinacMoil HHpopMauuu; GakTopsl, BO3ACHCTBYIOIME HAa UH(POPMALHUIO
npu ee 00paboTKe B aBTOMaTH3UPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEMAX; KU3HEHHBIE [IUKJIBI HHPOPMAILMA OTPAaHHYECHHOTO
JOCTYIIa B IIPOLIECCe €€ CO3AaHMs1, 00pabOTKH, IepeadH.

YMeTh: KIaccHpUIUPOBATH 3aIUIAEMYI0 HHOOPMAIIUIO 110 BHAAM TallHbI U CTEHEHIM CEKPETHOCTH

HNmMeTh NpakTHYECKU ONBIT:

- 00paboTKH, XpaHEHUs U Tiepeaaddl HHPOPMAIHU

B pe3ysibTaTe ocBOeHUSI AUCHMILUIMHBI 00y4alOLIUiics B 00111eM N0 JMCUMIIJIMHE J0JIKeH

3HaTh:

- COBPEMEHHBIC CPECTBA U CIIOCOOBI 0OeceueH s HHPOPMAIIMOHHOW OE30MaCHOCTH;

- OCHOBHBIE METOJIMKH aHAJIHN3a YTPO3 U PUCKOB HHPOPMALMOHHONW 6€30MacHOCTH;

- MecTo nH(OpPMALMOHHOM 0€30MaCHOCTH B CHCTEME HAIMOHAJIBHOW 0€30MacHOCTH CTPaHBL;

- CYLIHOCTb U IMIOHATHE UH()OPMALMOHHOH 0€3011aCHOCTH, XapaKTEPUCTUKY €€ COCTABJISIOLINX;

- ICTOYHHKH yTPo3 0€301MacHOCTH HH()OPMAIIMH U MEPHI 110 MX IPEIOTBPAIICHHIO;

- COBpPEMEHHEBIC CPEJICTBA U CIIOCOOBI 0OeceueHIsI HHPOPMAIIMOHHOW Oe30MIaCHOCTH;

- BHJIBI, HICTOYHHUKH W HOCUTEIH 3alHIaeMOi HHPOPMAIINY;

- (bakTopsl, BO3ACUCTBYIONINEC HA WH(MOPMAIMIO NpU ee 00paboTKe B aBTOMATH3HPOBAHHBIX (HMH()OPMAIIMOHHEIX)
CUCTEMAX;

- JKU3HEHHBIE [TUKJIBI HH)OPMAIMH OTPaHMYEHHOTO TOCTYTIa B IIPOIIECCE €e CO3JaHus, 00paboTKH, Iepeaadm.

Ymern:

- KJTaCCH()UITMPOBATh OCHOBHBIE YTPO3HI 0€301MacHOCTH HH(OPMAINH;

- KJIAaCCH()HITMPOBATH 3alIMIIaeMyI0 HH(GOPMAIIHIO 10 BUAAM TaHHBI U CTENCHSIM CEKPETHOCTH.

HNMeTh NpakTUYECKHI ONBIT:

- 00paboTKH, XpaHEeHUs U Iepeadn HHPOPMAaINH;



2. CTPYKTYPA U COAEPKAHUE JNCHUIIJINHBI

2.1. O6beM y4eOHOM IMCIUIIJIMHBI U BUABI y4e0HOIi padoThI

Mopma obyuenus KoauuecTBo yacoB
od 3® | O3
Kypc 1/ Cemectp 1
O0BEM THCHUILTHHDI 68
6 MoM yucine:
Jlexiun 32
JlabopaTopHble paboThI
[IpakTHyeckue 3aHATUS 32
Koncynpranumn
CamocrosiTenbHas padoTa 4
[TpoMexyTOUHas aTTeCTALUS
WumBuyallbHOE IPOSKTUPOBAHKE
DopMa NPOMEKYTOYHOI ATTeCTALUM JuddepenunponanHblil 3a4éT
2.2. TeMmaTnyeckuii IVIaH U cofepKaHue Y4eOHOM JMCIUIINHBI
HanmeHoBanue Conep:xanue yueOHOro Matepuasa u GopMbl OPraHU3aALUM JesITeIbHOCTH Oo0bem
pa3esioB H TeM o0yvarommxcsi 4acoB
Pa3gen 1. TeopeTuyeckne 0oCHOBBI MH()OPMAILMOHHOI 0€301aCHOCTH
Tema 1.1. OcHoBHBEIE | Conep:kaHue Y4eOGHOro MaTepuasia
TIOHATHUA U 3372491 [onsrue nabpOpMany 1 HHPOPMAITMOHHOH Oe3omacHocTH. MHpopMarms, coodmieHus,
UH(OPMaLMOHHOH HH(POPMAIMOHHBIC MPOIIECCH KaK 00bEKThI HHPOPMAIMOHHOH Oe3omacHocT. O030p
0€30MacHOCTH 3aIUIIAEMBIX OOBEKTOB M CUCTEM.
[MonsTue «yrposa unpopmarmny. [ToHsTre «prucka HHPOPMAIIMOHHOH 0E30MaCHOCTH. 4
[Tpumeps! npectymieHuii B cdhepe nadGopmManuu 1 HHPOPMaIMOHHBIX TEXHOJIOTHH. CyIHOCTh
(DYHKIIMOHMPOBAHMUS CUCTEMBI 3alIUTHl HH(OPMAIMH. 3aliTa YeI0BEKa OT ONACHOH
HHPOPMALIUHU B OT HeMH()OPMHUPOBAHHOCTHU B 00J1aCTH MH(POPMAMOHHON 0€30I1aCHOCTH.
Tema 1.2. OcHOBBI Conep:xanue yueOHOro MaTepuasna
3aIUATHI I{e1oCTHOCTh, TOCTYIMHOCTh M KOH(PHACHIIMATHHOCTh HHpOopManuu. Kinaccupukarus
nHpopmanuu nHpopMaLKK 10 BUJIAM TallHBI M CTENICHSIM KOHQHICHIMaIbHOCTH. [IOHATHS rocy1apCTBEHHOM
TalHbl ¥ KOHQHUICHIMATBHON HHpOPMAIIHH.
JKu3HeHHbIe MKIIBI KOHQHUICHIINATBHOW HH(OPMAINHK B IIPOIIEcCce ee Co3aHus, 00paboTky, 8
repeayn.
Henu n 3anauu 3amuThl vHGopMauu. OCHOBHBIE IOHSTHS B 00JIACTH 3aLUThl HHOPMAIHH.
OnemeHTHI nporecca MenemkMenTa b, Moaens unTerpaium nHpOpMaIOHHON
0€3011acCHOCTH B OCHOBHYIO JIeSITEIbHOCTh Opranu3zaiuu. [loustue [lonntuku 0€30MacHOCTH.
I[IpakTHyeckue 3aHATUSA
Omnpenenenne 00BEKTOB 3aIUTHI HA TUTIOBOM 00BEKTE HH(POPMATH3ALUH.
Knaccudukanus 3amunaeMoid HHGOPMAIMHK 110 BUAAM TaiHbI U CTETICHIM 10
KOH(HICHIINATHHOCTH.
DopMUpOBaHKE CTPYKTYPbI HOJIUTHKK 0€30MIaCHOCTH Ha ITPUMEPE THIIOBOTO MPEAPUSITHS.
Tema 1.3. YTpo3sl Conep:xanue yued0HOro MaTepuaja
6e301acHOCTH [NonsiTre yrpo3sl 6e30macHOCTH HHPOPMAUU
3alIMIaeMon CucremHas kiaccuukanust yrpo3 6e30macHOCTH HHHOPMALHH. 6
MH(OPMALHH. Kananer 1 MeTopI HECAaHKIIMOHNPOBAHHOTO JOCTYyTa K HH(popMamn
Vs13BUMOCTH. METO/IbI OLIEHKH YSI3BUMOCTH UH(DOpMaLUK
IMpakTuyeckoe 3aHATHE
Omnpenenenne yrpo3 o0beKTa HHPOPMATH3ALNH U UX KIacCU(DUKaIHs 8

Pazgen 2. MeTtogoJiorust 3aiiuThl HHGOPMALUH




Tema 2.1.

Conep:xanue yueOHOro MaTepuasa

Merononornaeckue AHanu3 CyIEeCcTBYIOINX METOAUK OIpeaeTIeHHs Tpe6OBaHI/Iﬁ K 3alUTE I/IH(i)OpMaIII/II/I.
MOJIXOMABI K 3alINTE [TapametpsI 3aimunaeMoi HHGOPMaIMK U OLIEHKa ()aKTOPOB, BIUSIOIMX Ha TPeOyeMBbIi 6
uH(opMaLHH YPOBEHb 3aIIUTHI HHpOpMALIUY.
Buzbl Mep 1 OCHOBHBIE NPUHIUIIBI 3AIIUTH HH(OPMAIHH.
Tema 2.2. Copep:xanue yueOHOI0 MaTepHaJia
HopmatuBHO OpraHu3anioHHas CTPyKTypa CUCTEMBI 3alUThl HHPOPMAIHH
IIPaBOBOE 3aKkoHO/aTeJbHBIC aKThI B 00JIACTH 3aIIUTH HHPOPMAIHH.
peryjimpoBaHucC Poccuiickue n MexayHapoaHbIe CTaHIaPThl, ONPEACIIAIOIINE TpeGOBaHI/IH K 3alUTE 4
3aIIUTEI nHpOPMALINH.
uHpOpMALIH Cucrema ceprudurannn PO B ob6mactu 3amutsl nHGopManun. OCHOBHBIE TIpaBHIIa H
JOKYMEHTBI CUCTEMBI cepThuduKanyuy PO B 00macTy 3amuTel HHGOPMAUN
IIpakTHyeckoe 3ansTHE
Pabota B cipaBOYHO-IIPAaBOBOI CHCTEME C HOPMATUBHBIMH U IIPABOBBIMHU JIOKYMEHTAMHU I10 8
nH(opManMoHHO# 6e30macHOCTH
CamocTosiTe1bHasi padoTa 00y4yalouuxcs
Pa6ora Hag mpoextoM «HpopManmorHas 6e3onacHOCTE POy 4
Tema 2.3. 3amura Conep:xkanue yueOHOro MaTepuasa
nHpopmanuu B OcHOBHBIC MEXaHU3MBI 3aUTHI HHPopManuy. CructemMa 3amuThl nHGopManuu. Mepbl 3aInThI
aBTOMATU3UPOBAHHbEI | MH(OPMALMH, peau3yeMble B aBTOMaTH3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEMAX.
X [TporpamMmHBIe 1 IPOrpaMMHO-AMNIapaTHbIE CPEJCTBA 3aLIUTHI HHPOPMAIUN
(MHpOPMAILMOHHBIX) WmwkeHepHas 3alMTa U TEXHHYECKask OXpaHa 00beKTOB HH(OpMaTH3anum 4
CHuCTeMax Opraan3allnOHHO-paCOPSANTENbHAS 3ammTa nHpopManun. PaboTa ¢ kaapamu u
BHYTPHOOBEKTOBBIH peKUM. [IpHHIMITEI ITOCTPOCHNUS OPraHU3alMOHHO-PACTIOPSIUTEIbHON
CUCTEMBL.
IIpakTHYeckoe 3aHATHE
Be16op Mep 3auuthl HHGOpPMAIMHK IS aBTOMAaTH3HPOBAHHOTO pabouero Mecra 6
Bceero 68




3. MATEPUAJIBHO-TEXHUYECKOE U YYEBHO-METOJANYECKOE OBECIIEYEHUE JUCIUITJIMHbI

3.1. IlJIﬂ peaaqusanym MnporpamMmmbl y‘leﬁHOﬁ AUCHUIVIMHBI MPEAYCMOTPEHBbI CJICAYIOINUE CIIEHUAJbHBIE
NMOMCIIICHUSA

Hannuns yyeOHoro kabruHera « 1HGOPMAMOHHON 6€3011acHOCTH, J1abopaTopuy HHGOPMAMOHHBIX TEXHOJIOTHID.
ObopynoBanue yueOHOro kKabuHera:

- IOCaJI0YHbIEe MECTa MO KOJIMYECTBY 00yJaIOIINXCS;

- paboyee MECTO IIpeToaaBaTelLs;

- KOMIUTEKT y4eOHO-HArIIHBIX mocoouit « MTHpopmanmonHas 6€30macHOCTEY;

- 3JIEKTPOHHOE ydeOHOe Toco0ue.

TexHnueckue cpeacTpa 00ydeHHs:

- KOMITBIOTEp C JIMIEH3HMOHHBIM NPOTrPAaMMHBIM obecredeHHeM, MYJIbTHMEIUHHBIN IHAIpOeKTOp, MHTEPAKTHBHAS

JIOCKa.

3.2. Undopmanmonnoe odecneyenne peaasn3anuy NPOrpaMmMsbl

st peanuzanuy nporpaMMel OnbaroTednslil o 00pa3oBaTesIbHON OpraHU3alui UMEET N3IaHusL:
1. BaykoB, A. A. OcHOBBI MH()OPMAIMOHHON Oe3omacHOCTH: 3ammuTa MH(GopManuu: yueoHoe nocobdue mis CIIO /
BHykoB A. A.. — 3-e u3n., nep. u gon. — Mocksa :}Opaiir, 2020. — 161 c. — ISBN 978-5-534-13948-8.
- URL:https://urait.ru/book/osnovy-informacionnoy-bezopasnosti-zaschita-informacii-467356 (nara obparneHus:
26.09.2023). — TekCT : 3NeKTPOHHBIN.
2. Kazapun, O. B. IIporpaMMHO-anmapaTHble CpeICcTBa 3alUTHl HHPOPMALUHK. 3aIUTa IPOrPaMMHOTO 00CCIICUCHHUS
Y4eOHHK W TIPaKTHKyM ISl cpeqHero mpodeccroHanpHOro obpaszoBanms / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa :
WzparensctBo FOpaiit, 2021. — 312 c. — (IIpodeccronamsHoe obpazoBanme). — ISBN 978-5-534-13221-2. — Tekcr :
anekTpoHHbIi // Obpa3zoBarenpHas miardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/476997 (mata oOparieHwus:
10.11.2023

3. lllepbak, A. B. UndopmannonHast 6e30MacHOCTb : yUeOHHK IS CPETHErO MPOQeCcCHOHaIBHOrO 00pa3oBanus /

A. B. lllepbak. — Mocksa : M3natensctBo FOpaiit, 2022. — 259 ¢. — (IIpodeccuonansuoe obpazosanue). — ISBN 978-5-
534-15345-3. — Tekcr : anexktponnsiii // O6pazosarensHas wiarhopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/497642
(mata oopamenus: 10.11.2023).

2. lonoiHMTeILHAS JTUTEpPaTypa

1. I'ynersieBa, T. A. OcHoBHI HH(pOpMarmonHoit 6e3omacHoctr / T. A. I'ymprsieBa. — HoBocubupcek : HoBocubupckuit
rOCyTapCTBCHHBIH TEeXHUYECKUAN YHHUBEPCHTET, 2018. - 79 c. - ISBN 9785778236400. -
URL:http://biblioclub.ru/index.php?page=book red&id=574729(nara obpamienus: 26.09.2023). — TekcT : JIEKTPOHHBIIA.

2. Kazapun, O. B. OcHoBBI HH)OPMAIOHHOH 0€301MacHOCTH: HAJAECKHOCTh U 0€30I1aCHOCTh IPOTPAMMHOTO
obecrieuenus : yueOHOe ocobue yist cpeanero npodeccuonanisuoro oopazosanus / O. B. Kazapun, U. b. lllyouHckuii, —
Mocksa : U3narenscto HOpaiit, 2021. — 342 ¢. — (IIpodeccuonansuoe oopazosanue). — ISBN 978-5-534-10671-8. —
Tekcr : anexTpoHHbIit // O6GpasoBatenbHas miatdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/475889 (nara
obpamenus: 10.11.2023).

3 MeTtoauyeckasi IuTepaTypa

1. OcHOBBl MH(MOPMAIIMOHHOW OE30MacCHOCTH : METOAMYECKHE MaTepHajbl Al OOyYaloIIMXCsl HarpaBiICHUS
moxrotoBku 10.02.05 "OOecneyenne WHPOPMAMOHHOW OE30MACHOCTH aBTOMATHU3WpOBaHHBIX cucteM" / Kysbacckuii
TOCYNApCTBCHHBI TexXHMUYecKuil yHumBepcuteT uM. T. @. TopbaueBa ; Kadempa wunpopmamumonHOH O6e30mMacHOCTH,
cocraButrenu: E. B. Ilpoxomenko, A. B. Mensenes, A. I'. Kupenbepr. — Kemeporo : Ky3I'TVY, 2020. — 7 c. —
URL:http://library.kuzstu.ru/meto.php?n=9963(nara obparenus: 26.09.2023). — TeKkcT : 3MEKTPOHHBI.
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4. OPTAHU3AIIUSA CAMOCTOSTEJIBHOM PABOTBI OBYUAIOIIUXCSA

CamocrositesnibHas padoTa 00y4aromMXcsi OCYLIECTBIISIETCS B 00bEME, YCTaHOBJIEHHOM B pasziene 2 HacToslleH
NPOTPaMMBbI JTUCIMILUINHEIL.

Jns  camocrosiTesnibHOM  pa0OTBHl  00y4arolMXcss NPEeNyCMOTPEHBI CHElWajbHbIE IOMELICHHs, OCHAIICHHbIE
KOMITBIOTEPHOH TEXHUKOW C BO3MOXKHOCTBIO MOJKIIOYEHUS! K MH(POPMAMOHHO-TeJIEKOMMYHUKAIIMOHHOH ceTH "HHTepHeT" ¢
obecrieueHreM JI0CTyTIa B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-00pa3zoBareibHyto cpeny Kys['TY.

6. Muble cBeieHUs U (MJIM) MAaTEPHATbI

1. O6pa3oBaTenbHBIN MPOIECC OCYMIECTBISIETCSl C HCIOJIB30BAHMEM KaK TPAJWIMOHHBIX, TaK M COBPEMEHHBIX
MHTEPAaKTUBHBIX TEXHONOTHH. [Ipy KOHTaKTHOW pabOTe MEmaroruueckoro pabdOTHHMKA C OOYYAIOIIMMHCSH NPHMECHSIOTCS
CJIEAYFOIIHE 3JIEMEHTHl HHTCPAKTUBHBIX TEXHOJIOTHH!

- COBMECTHBIH pa300p MpoOIEeMHBIX CHTYaIHH;

- COBMECTHOE€ BBISBICHUE NMPUYMHHO-CIEACTBEHHBIX CBs3eil Belled M COOBITHH, MPOMCXOASAIINX B MOBCEIHEBHOW
KHM3HH, U UX COTMOCTABJICHUE C YUEOHBIM MaTepPHAIOM.

2. IIpoBesieHre TPYHIIOBBIX W MHIMBUAYaJbHBIX KOHCYJBTallUil OCYIIECTBISIETCS B COOTBETCTBUHM C paclHCaHHEM
KOHCYNbTAllMi 10 TeMaM, 3asBICHHBIM B paOouedl mporpaMMe IUCLUIUIMHBIL, B TEPHOJ OCBOCHUS TUCLHMIUIMHBI M Iepen
MIPOMEKYTOUHON aTTecTaluell ¢ yueTOM pe3yIbTaTOB TEKYLET0 KOHTPOJIS.
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