MUHOBPHAYKH POCCHUH
(benepanbHOE TOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTEIbHOE YUPEIKICHHUE BBICIIIETO 00pa30BaHMs
«Ky30acckuii rocyiapcTBeHHbI TexHuYecKuil ynusepcurer umeHu T.D. ['opb6avyeBa»

Ouwmain Ky3I'TY B r. HoBoky3Henke

- N YTBEPXJIAIO:
,D,OKYMEHT I'IO,D,I'IMCAH 3amMecTUTEND JUPCKTOPA,
SMNEKTPOH HOl7| I‘IOJJI‘IVICb}O COBMGHI&IOHH/II\/'I 00513aHHOCTH JAUPCKTOpPa
¢ummana Ky3I'TY B r. HoBoky3Herike
Bbapanos 10.A.
CepTtudukat: 71B13ADF852F0D849D78875814FBEF47 - 219) 2026
Bnapeneu: BapaHos FOpui AnekcaHaposuy «27» Mad r
OenictBuTteneH: ¢ 15.10.2025 go 08.01.2027
. J

PabGouas nporpaMmma quCUMILTHHBI
IKCIUIyaTalusl KOMIIBIOTEPHBIX ceTeil

CnenunaibHOCTh
«10.02.05 Ob6ecneuenre HHPOPMAITMOHHOHN 0€30MMaACHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM)

[IpucBanBaemas kBanupuKanus
«TexHuk no 3amure UHGOpMaLIID)

dopma 00ydeHus
OuHas

I'og HaGopa 2026

Cpok o0yueHus Ha 6aze
cpenHero obmiero oopazoBanus — 2 roaa 10 mecsien

HoBoxky3nernxk 2026 r.



PABOYYIO ITPOI'PAMMY COCTABMUJI

[Ipenonasarens otaenenus CIIO T.A. buu
Toonucw
COI'JTACOBAHO
3aBenytouuii oraenenuem CI1O T.B. I'ymenHukoBa
Tloonucey
COI'VTACOBAHO
3am. nupekropa no YP T.A. EBcuna

Toonuce

Pabouas mporpamMma oOCyKaeHa Ha 3acelaHUH
y4eOHO-METOANIECKOTO COBETA

¢wmmana Ky3I'TY B r. HoBoky3Henke
[Iporoxon No 6 ot 28.05.2026



1. O6mas xapakTepucTHKa padoyeii MporpaMMbl AMCIHIIHHBI

1.1 MecTo AHCIMIUIMHBI B CTPYKTYPe OCHOBHOI1 00pa3oBaTebHOI MPOrpaMMbl

VYuebHast AMCUNIUTNHA « DKCIUTyaTalHsi KOMIIBIOTEPHBIX CETEi» ABIIETCS 0043aTeIbHOM YacThIO MPO(EeCCHOHAIBHOTO IUKIIA
OCHOBHOH 00pa3oBarenbHO# nporpammsl B cootBeTcTBIM ¢ PI'OC no crerransHoctr 10.02.05 «ObecnieueHne
nH(pOpMaMOHHOHN 0€30I1aCHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM.

VYueOHast AMCUUIUINHA « DKCILTyaTalys KOMIBIOTEPHBIX CeTei» odecneunBaeT (opMUpOBaHUE NPO(ECCHOHANBHBIX M 00LIHX
komnereHIwid B coorBercTBrr ¢ @I'OC mo cnenmansroctr 10.02.05 «ObecneueHrne nHGOPMAIUOHHON 0€30MaCHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM.

1.2 Ilens u UIAHUPYeEMbIe Pe3yJIbTAThI 0CBOEHHUS AMCUHMILINHBI, COOTHECEHHbIE ¢ JIAHMPYeMbIMH pe3yJbTaTaMu
0CBOCHHUS 00pa3oBaTeJbHON MPOrpaMMbl

OcBoeHNe AUCIUIUTNHBI HAIIPaBJICHO Ha (HOpMHUpPOBAHNE:

00X KOMITETEHIIHA:

OK 01. Bribupats ciocoOBI perreHus 3a1a4d npodeccHoHaIbHON IeATeIFHOCTH, IPUMEHHTENBHO K Pa3INIHBIM
KOHTEKCTaM.

3HaTh: IPUHIUITEI OCHOBHBIX METOZOB OPTaHU3AIMH 1 IPOBEACHHS TEXHUUECKOTO 00CITYKHBaHHI KOMIBIOTEPHBIX
CEeTEH;

VYMeth: 00ecneunBaTh pabOTOCIIOCOOHOCTD, OOHAPYKUBATh U YCTPAHITH HEHCIIPABHOCTH KOMIIBIOTEPHBIX CETEH;

OK 02. OcymiecTBIsATh MOUCK, aHAIH3 U HHTEPIPETAIINIO HHPOPMALINN, HEOOXOTUMOH IS BHIITOITHEHHS 33124
po(heCCHOHATBHOH NeATETHHOCTH.

3HAaTh: HCTOYHHUKH, BKJIFOYAs SJICKTPOHHBIE PECYPCHI, Menuapecypcsl, UHTepHeT-pecypChl, IEpHOJNYSCKUE H3TaHHS
10 CHCHANTBHOCTH JJIS PeIIeHHS PO ECCHOHATIBHBIX 3aad;

YMeTh: HCIIONB30BATh Pa3INIHbIe HCTOYHHUKH, BKIIIOYAs SIEKTPOHHEIE PECypChl, Meauapecypchl, IHTepHETpeCcypCHl,
MIEPUOTNICCKUE M3IaHHS IO CIICIIHATBHOCTH JJIS pelieHus Mpo(eCCHOHATIBHBIX 3a1ay;

OK 03. [InaHnpoBaTh U peann3oBbIBaTh COOCTBEHHOE IPO(ECCHOHATBLHOE U TMIHOCTHOE PA3BUTHE.
3HaTh: CIIOCOOBI AEMOHCTPAIMH PHHATHIX PEIICHNH;
YMeTh: 000CHOBBIBATh, AaHATM3UPOBATH M KOPPEKTHPOBATh PE3yIbTaThl COOCTBEHHON pabOTHI;

OK 04. PaboTaTh B KOJUIEKTHBE ¥ KOMaH/IE, 3 )eKTHBHO B3aNMOAEHCTBOBATH C KOJIETaMH, PYKOBOJICTBOM,
KJIMEHTaMH.

3HaTh: IPUHIMIEI PAOOTHI B KOJJIEKTUBE U KOMaHAE, CIOCO0bI 3(()EeKTHBHOTO B3aMMOICHCTBHS C KOJUICTAMH,
PYKOBOZACTBOM, KIIMEHTAMH;

YMeTh: 000CHOBaTh M aHAJIM3UPOBATH PAOOTY WICHOB KOMAH/IBI (ITOJYNHEHHBIX );

OK 09. Vcnonb3oBaTh HHPOPMALMOHHBIE TEXHOJIIOTHH B TPOYECCHOHATIBHON IESTEIbHOCTH.
3HaTh: MHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHbIE TEXHOJIOTMHU NMPO(ECCHOHAIBLHOM AesATeIbHOCTH;
YMeTh: UCTIob30BaTh HH)OPMALMOHHBIE TEXHOJIOTHH B IPO(ECCHOHATILHOM AeATeIBHOCTH;

OK 10. [Tome3oBatscs npoeccnoHanbHOM JOKYMEHTAINEl Ha TOCY1apCTBEHHOM U HHOCTPAHHOM SI3BIKE.
3HaTh: CIIOCOOBI UCTIONIB30BaHMS IPO(ECCHOHATIBHON JOKYMEHTALNN;

YMeTh: UCTIOIB30BaTh B IPO(ECCHOHAIBHON JIESITEIFHOCTH HEOOXOIMMYI0 TEXHHYECKYIO JOKYMEHTAINIO, B TOM
YHCIIe Ha aHTJIMHCKOM SI3bIKE;

podeCCHOHANBHBIX KOMIIETEHIIUIH:

I1K 1.2. AqMUHHCTPUPOBATH ITPOTPAMMHBIE M TPOTPAMMHO-AMIaPaTHbIE KOMIOHEHTHI aBTOMAaTH3UPOBAHHOM
(MH)OPMAIIMOHHOH) CHCTEMBI B 3aIIUIICHHOM HCIOJIHEHHH.

3HaTh: TEOPETUUECKHE OCHOBBI KOMITBIOTEPHBIX CETEH 1 MX alllapaTHBIX KOMIIOHEHT, CETEBBIX MOJIeseH, IPOTOKOJIOB
Y NIPUHIMIIOB aJpecaliii; Y MeTh: IPOM3BOANTH YCTAHOBKY, aalTAIHIO U CONPOBOXKAECHHE THIIOBOTO IIPOrPaMMHOTO
obecrieueHns, BXOAAIIETO B COCTaB CUCTEM 3alIUTHl HHPOPMALIMK aBTOMAaTH3NPOBAHHOI cucTeMsl; ViMeTh
MIPAKTUIECKHUHN OIBIT: TUATHOCTHKA KOMIIOHEHTOB CHCTEM 3aIIUTH HH)OPMAINH aBTOMAaTH3HMPOBAHHBIX CUCTEM,
YCTpaHEHHE OTKa30B ¥ BOCCTAHOBIEHHE PabOTOCTIOCOOHOCTH;

I1K 1.3. O6ecrnieunBats GecriepeOoiiHy 0 paboTy aBTOMAaTH3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B 3aLIUIICHHOM
HCTIOJTHEHUH B COOTBETCTBHUH C TPEOOBAaHUAMH SKCIIYaTAIIMOHHON JOKYMEHTAIHH.

3HAaTh: MOPAIOK YCTAHOBKH U BBOJIA B SKCILTYaTaIlHIO CPEICTB 3AIUTH HH()OPMAIIH B KOMIBIOTEPHBIX CETSIX MPH
9KCIUTyaTaIl[ii KOMIBIOTEPHBIX CeTel; Y MeTh: HaCTPAauBaTh U YCTPAHATh HEUCIIPABHOCTH MPOTPAMMHO-AIMapaTHBIX
CPEICTB 3alIUTHl HHPOPMALINK B KOMIBIOTEPHBIX CETSX 10 33/1aHHBIM NpaBmiiaM; VIMeTh MPaKTHYECKHUHA OIIBIT:
9KCIUTyaTaIisi KOMIOHEHTOB CHCTEM 3aIIUTHl HHPOPMAIIUK B KOMITBIOTEPHBIX CETSX;

1K 1.4. OcymiecTBasTh NPOBEPKY TEXHUIECKOT'O COCTOSIHUS, TEXHUUIECKOE 00CITy>)KUBaHUE U TEKYLIUH PEMOHT,
YCTPaHATh OTKa3bl M BOCCTAHABINBATH PAOOTOCIIOCOOHOCTH aBTOMATH3NPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B
3aIIUIICHHOM HCTIOTHEHUH.

3HaTh: IPUHIUITEI OCHOBHBIX METOAOB OPTaHNU3AIMN U IPOBEICHHS TEXHUUECKOTO 00CITYKHBaHHSI KOMITBIOTEPHBIX
cerell; YMeTbh: obecnieynBarh paboTOCIIOCOOHOCTh, OOHAPYKMBAThH U YCTPAHITh HEUCIIPABHOCTH KOMITLIOTEPHBIX



CeTCﬁ; HNmets HpaKTH‘{eCKI/If/'I OIIBIT: JUArHOCTHUKA KOMIIOHCHTOB CHCTCM 3alllUThI I/IHCl)OpMaI_[I/II/I ABTOMATU3UPOBAHHBIX
CUCTEM, YCTPAHCHHUEC OTKAa30B 1 BOCCTAHOBJICHUEC pa6OTOCHOCO6HOCTI/I;

B pe3yabTaTe 0cBOEHHA AUCHUILIMHBI 00ydaomuiics B 001eM 10 JTHCHHMIIJIHHE T0JIKeH

3HaTh:

- IPUHIIUTIE OCHOBHBIX METOJIOB OPTaHU3AINU U TIPOBEICHHUS TEXHIYECKOTO 00CITY)KUBAaHHUS KOMITBIOTEPHBIX CETEH;

- ICTOYHHKH, BKJIIOYAs! AIEKTPOHHBIE PECYpChl, Meauapecypcehl, THTepHET-pecypehl, IepHOaMYeCcKIe H3TaHUS 110
CIEHATBHOCTH JIJIs peIIeHHs PO ECCHOHATBHBIX 3a1a4;

- cIt0cOOBI JEMOHCTPAILIUH MIPUHSATHIX PEIICHH;

- IPUHIUIIBI PAOOTHI B KOJUICKTUBE U KOMaHJIE, CIIOCO0BI 3P EKTHBHOTO B3aMMOICHCTBHS C KOJUIEraMH, PYKOBOJICTBOM,
KJIMEHTaMU;

- HH(POPMAITMOHHO-KOMMYHHUKAIIOHHBIE TEXHOJIOTHH IPO(eCCHOHANEHON I TEITFHOCTH;

- CITOCOOBI UCTIOJIF30BAHMS TPOPECCHOHANBLHOM JTOKYMEHTAIIHH;

- TEOPETHIECKHUE OCHOBEI KOMITBIOTEPHBIX CETEH 1 MX aIlllapaTHBIX KOMIIOHEHT, CETEBBIX MOJEIIEH, IPOTOKOJIOB M MIPHUHITHIIOB
azipecarum;

- TOPSAZOK YCTAHOBKY M BBOJIA B OKCIUTYaTaIHIO CPEICTB 3aIIUTH HH(POPMAIHN B KOMIBIOTEPHBIX CETSIX IIPH AKCIUTyaTaIIH
KOMIBIOTEPHBIX CETEH;

YMeTs:

- obecnieynBaTh PabOTOCIIOCOOHOCTE, 00HAPYKUBATH U YCTPAHITH HEUCIIPAaBHOCTH KOMIBIOTEPHBIX CETEH;

- HCTIOJIb30BaTh Pa3IMYHbIE UICTOYHHUKH, BKIIIOUAs DJIEKTPOHHBIE PECYPCHI, MeIuapecypchl, MTHTepHETpeCypChl, MEPUOINUECKHE
U3JIaHKS 110 CIICIIUATBHOCTH IS pelIcHHs TPOGECCHOHATBHBIX 3a/1a4;

- 000CHOBBIBATH, AHAJTU3UPOBATH U KOPPEKTHPOBATH PE3yJIbTAThl COOCTBEHHOU PabOTHI;

- 000CHOBaTh ¥ aHAIM3UPOBATH PA0OTY WICHOB KOMaH/BI (110 JYNHEHHBIX);

- HCI0JIb30BaTh HH()OPMAIIMOHHBIC TEXHOJIOTHUH B IPO(PECCHOHANBHOM AEATEIbHOCTH;

- HCIOJIB30BAaTh B MPO(ECCHOHAIBLHOMN JACATSIIEHOCTH HEOOXOAMMYHO TEXHUYECKYIO TOKYMEHTAIIMIO, B TOM YHCJIC Ha
AHTJIMHCKOM SI3BIKE;

- MPOU3BOJIUTH YCTAHOBKY, aJalTaIllIO U COIPOBOXKIICHIE THIIOBOTO IIPOTPaMMHOTO 00eCIIeYeHUs, BXOISIIETO B COCTAB
CHCTEM 3aIIUTH HHPOPMAIIUN aBTOMATH3UPOBAHHOHN CHCTEMEI;

- HACTPAMBATh U YCTPAHITh HEHCIIPABHOCTHU IPOTPaMMHO-ANITAPATHBIX CPEICTB 3aIIUTH HH)OPMAIHH B KOMITBIOTEPHBIX CETSIX
TI0 3aJJaHHBIM TIPaBHIAM;

HMeTp npakTUYECKUM OIBIT:

- IMAarHOCTHKA KOMIIOHEHTOB CUCTEM 3alIUThI HHQOPMAIIMKA aBTOMATU3UPOBAHHBIX CUCTEM, YCTPaHEHUE OTKA30B U
BOCCTaHOBJICHHE PabOTOCIIOCOOHOCTH;

- DKCIUTyaTaIisi KOMIOHEHTOB CUCTEM 3aIIUThl HH(POPMAITHH B KOMITBIOTEPHBIX CETSX;

2. CTpyKTypa u coaep:KaHue TUCHUTLIHHBI

2.1 O6beM TUCHUIUINHBI H BUABI Y4€0HOI padoThI

KosuyecTBo yacoB
®opma 00yueHHUs 0o 30 030

Kypc 1/ Cemectp 2
O0beM M CUUIJIMHBI 38

B TOM YHCIIE:
JeKyuu, ypoxu 18
nabopamopnuvie pabomul 18
NpAKmuyecKue 3aHsmusl
Koncynpranuu
CamocrostensHas padora 2
[IpomexyTouHas aTTecTanus
WHauBHIyabHOE TPOSKTUPOBAHKE
®opmMa NPOMeKYTOUHOI aTTeCTANMH
Kypc 2 / Cemectp 3
O0beM AU CHUNINHBI 72

B TOM YHCIIE:
JeKyuu, ypoxu 22
nabopamopHbvie pabomul 42
npaKmuiecKue 3aHamus




@ 6 KonnuectBo yacoB
opMa o0yueHust
pa 00y o® 30 | 030
Koncynpranuu
CamocrosrTenpHas padbora 8
[IpomexyTouHast aTTecTanus
WunuBuayansHOe NPOSKTHPOBAHHE
®DopmMa NPOMEKYTOUYHOI aTTeCTALMHI
Kypc 2 / Cemectp 4
O0beM M CUMIJIMHBI 88
B TOM YHCIIE:
JleKyuu, ypoKu 40
JnabopamopHtbvie pabomul 20
npaKmu4ecKue 3aHsmus
Koncynprarmm 6
CamocrosTenbHas padoTa 16
[TpomexxyTouHas aTTecTanus 6
WunuBHyansHOE IPOSKTHPOBAHKE
®DopmMa NPOMEKYTOUHOI aTTecTAUMHU 3K3aMEH
2.2 TeMmaTu4ecKuii MJIaH U codep:KaHHe THCIUIJIHHBI
HaumenoBanue Conep:xkanue yueOHOro MmarepuaJia u (pOpMbl OPraHu3alMu 1esiTeIbHOCTH O0bem B
Pa3/iesioB U TeM 00y4aroImmxcs yacax
2 cemecTp
Paznen 1. OcHoBBI epe1aun JaHHBIX B KOMIILIOTEPHBIX CETAX
Tema 1.1. Moodenu cemesozo 3aumooeiicmeus
Jlexyuu
Jlexkums 1.1.1. Monens OSI. Yposuu monenu OSI. BzanmozelictBue mexay ypoBasimu. | 1
Wukancynsnus nanabix. Onucanue yposueit mogenu OSI.
Jlexuus 1.1.2. Mogens u crek npotokosios TCP/IP. Onucanue ypoBHei Mojenu 1
TCP/IP.
Jlabopamopnule 3ansimust
Jlabopatoproe 3austie 1.1.1. M3ydeHue 31eMeHTOB KaOeIbHOW CHCTEMBI 2
Tema 1.2. ®usuuecknii yposensb OSI|
Jlexyuu
Jlexums 1.2.1. TTonsTre imHAN 1 KaHaua cBsi3u. CurHaisl. OCHOBHBIE XapaKTEPUCTHKU 1
KaHaja CBSI3H.
Jlexuus 1.2.2. MeTo/bl COBMECTHOTO MCIIOIb30BaHMUS CPEbI IIepeiaun KaHalla CBS3H. 1
MynbTHIITIEKCHPOBAHUE U METO/IBI MHOKECTBEHHOTO JIOCTYTIA.
Jlexnnms 1.2.3. OnroBoJIOKOHHBIE JIMHUH CBSI3H 1
Jlekrmst 1.2.4. Cranmaptsl Kabesei. DnekTprudecKast MpoBOIKa. 1
Jlekmms 1.2.5. BecnipoBoaHas cpea nepenadm. 1




HaumenoBanue Copaep:xxanue y1e0HOro MaTepHaja 1 ()OpMbI OPraHU3ALNH JeATeIbHOCTH Oo0Bem B
pa3nenoB M TeM o0yJarommxcs yacax
Jlabopamopnvie 3ansamus
Jlabopatoproe 3anstue 1.2.1. Co3nanue ceTeBOro kades Ha OCHOBE 2
HedKpaHupoBaHHO# BuToi mapsl (UTP)
Jlabopatoproe 3ansTre 1.2.2. CBapka ONTHYECKOTO BOJOKHA 2
Camocmosmenvhas paboma 06y4aiouuxcs
. C60op nHPOPMALINH O KITHEHTCKUAX yCTPOHCTBAX
o Pexxumbl paboThI 1 OpraHU3anys MUTAHUS TOYEK JOCTYTIa
. Peanmzanus gyHKmii o6ecriedennss 6€30MacHOCTH MOPTa KOMMYyTaTopa
. OmnpeneneHne TEXHHIECKUX TPeOOBaHMIHA
o IMoaroroska x o0ciienoBanu0 00BEKTA 1
o OOcneoBanue 30HBI OECTIPOBOJHOM CBSI3H
o Pa3pabotka TpeboBaHMiA Kk ceTH
° AHanu3 cylecTBYIOLIEH ceTn
o [IpumeHeHne IPOEKTHBIX OrPaHUICHUN
Tema 1.3. TomoJsiorusi KOMIbIOTEPHBIX ceTeit
Jlexyuu
Jlekrms 1.3.1. [TousTre Tonosnoruu cetd. CeteBoe 000pyaoBaHue B Tomosoruu. O030p 1
CETEBBIX TONOJIOTHH.
Jlabopamopnule 3anusamust
Jlabopatoproe 3ansTHe 1.3.1. Pa3paboTka TOMONIOTH ceTH HEOOIBIIOTO MPETPUSTHL 2
Jlabopatoproe 3anstre 1.3.2. [TocTpoeHre OTHOPAHTOBON CETH 2
Camocmosmenvnas paboma 00y4arouuxcs
o [MoaxiroueHue KIMeHTa K 0eCIpOBOIHOM ceTH B MHPPACTPYKTYPHOM PEXUME
. IIpoexTrpoBaHus GeCIpOBOAHOIL ceTH
o [peanpoexkTHOe 00CIIEIOBaHNE MECTa YCTAHOBKH OECIPOBOJIHOM CETH
o CermenTanus O€CIIpOBOIHON ceTH
. [ToctnpoexTHOE 00CIE0BaHIE U TECTUPOBAHUE CETH 1
J Co3naHue CTpYKTYphl CETH OpraHu3aluu
o dopmysupoBKa 00IIKX Lesei MPOeKTa .
o OmnpeeneHne MPOSKTHBIX CTPATET A JUTS JIOCTHXKEHUST MAaCILITAOUPYEeMOCTH
o CocraBneHne cXeMbl CeTH
Tema 1.4. Texnosoruu Ethernet
Jlexyuu
Jlexmms 1.4.1. O630p TeXHOJOTHI TTOCTPOCHUS JIOKAJIBHBIX CETEH. 1
Jlexnms 1.4.2. Texuonorus Ethernet. ®usuueckuii ypoBeHs. 0,5
Jlexuus 1.4.2. Texuonorus Ethernet. KananbHbiii ypoBeHb 0,5
Jlabopamopnule 3anamus
Jlaboparoproe 3anstue 1.4.1. 3ydenne aapecarun kanaabHoro ypoBHs. MAC-anpeca. | 2




HaumenoBanue Copaep:xxanue y1e0HOro MaTepHaja 1 ()OpMbI OPraHU3ALNH JeATeIbHOCTH Oo0Bem B
pa3nenoB M TeM o0yJarommxcs yacax
Tema 1.5. TexH0JIOTHH KOMMYHUKAIHA
Jlexyuu
Jlekums 1.5.1. Anroputm mmpo3padHoro Mocra. MeToabl KoMMyTanuu. TeXHOoIoruu 1
KoMMmyTanuu u Mogens OSI.
Jlexuus 1.5.2. KOHCTpYKTHBHOE UCIIOJIHEHHE KOMMYTaTopoB. Pu3ndeckoe 1
CTEKHpPOBaHHE KOMMYTaTopoB. [IporpammuOe obecredeHIe KOMMYTaTOPOB.
Jlexmms 1.5.3. O0mre mpUHIUIIE ceTeBOTo An3aiiHa. TpexypoBHeBas nepapxudecKas 1
MOJIETIb CETH
Jlexunus 1.5.4. Texnonorus PoweroverEthernet 1
Jlabopamopuvie 3anamus
JlabopatopHoe 3ansitue 1.5.1. Co3nanne KOMMyTHPYEMOii ceTi 2
Tema 1.6. CereBoii mpotokoa |IPv4
Jlexyuu
Jlexkuus 1.6.1. CereBoii ypoBeHb. [Ipotokon IP Bepcun 4. O6ume GpyHKINYM KiIaccoBon 1
u OeckiaccoBoi agpecanuu. Boinenenue aapecos.
Jlexmms 1.6.2. Mapmmpytusanus naketoB |Pv4 1
Jlexmms 1.6.3. [IpoTOKOIBI AMHAMHYECKON MAPIIPY TH3AIAN 1
Jlabopamopnule 3ansamus
Jlabopatoproe 3ansTue 1.6.1. M3yuenue |P-anpecanmn. 2
Tema 1.7. CkopocTHbIE H GeCTIPOBOIHBIE CETH
Jlexyuu
Jlekrms 1.7.1. Cets FDDI. Cets 100VG-AnyLAN. CBepXBbICOKOCKOPOCTHBIC CETH. 1
becnpoBoHbIe ceTH
Jlabopamopnule 3anusmust
JlabopaTopHoe 3ansTre 1.7.1. HacTpoiika 6ecripoBOHOTO c€T€BOro 000py10BaHHs 2
3 cemecTp
Pa3gen 2. TeXHOJOrHH KOMMYTAIIMH M MapIIPYTU3allMH COBPeMeHHBIX ceTeii Ethernet (3 cem)
Tema 2.1. OCHOBBI KOMMYTAIUH
Jlexyuu
Jlexnus 2.1.1. @yHKIMOHUPOBaHHE KOMMYTATOPOB JIOKAJIbHOHN CeTU. APXUTEKTYpa
KOMMyTaTopoB. Tunsl nHTEepdeiicoB KOMMYTaTOPOB. YIIpaBiIeHHE IIOTOKOM B 3

MOJYyAYIIJICKCHOM U AYIIJICKCHOM PCKHUMax.




HaumenoBanue Copaep:xxanue y1e0HOro MaTepHaja 1 ()OpMbI OPraHU3ALNH JeATeIbHOCTH Oo0Bem B
pa3nenoB M TeM o0yJarommxcs yacax

Jlexkums 2.1.2. XapakTepUCTHKH, BIUSIONINE Ha TPOU3BOANTEIBHOCTH KOMMYTATOPOB. 3
0030p (yHKIIMOHAIBHBIX BO3MOXKHOCTEH KOMMYTaTOPOB

JlabopamopHyvie 3ansmus
Jlabopatoproe 3ansTHe 2.1.1. PaboTa ¢ OCHOBHBIMU KOMaHIaMH KOMMYTaTOpa. 4

Tema 2.2. HauanbHasi HACTPOiiKa KOMMYTaTOpa

Jlexyuu
Jlexmms 2.2.1. Cpeacrsa ynpaBieHnss KoMMyTaTopami. [loakmoueHne kK KOHCOIN
uHTEepdeiica KOMaHIHON CTPOKH KoMMmyTaTopa. [logkmouerne k Web-unTepdeiicy 2
yIpaBJIeHUs] KOMMYTaTopa
Jlexrms 2.2.2. HayanbHas KOHQUrypaiys KOMMyTaTopa. 3arpy3ka HOBOTO
MPOTrPaMMHOI0 0OeCIIeYeH s Ha KOMMYTATop. 3arpy3ka 1 pe3epBHOE KOITUPOBaHHE 2
KOH(UTypaluy KOMMYTaTopa.

Jlabopamopnvie 3ausmus
JlabopatopHroe 3ausTHE 2.2.1. KoMaHabI 00HOBICHHS IPOTPaMMHOTO O0eCIICUeHU 6
KOMMYyTaTOpa U COXPaHEHHs1/BOCCTAHOBJICHHSI KOH(DUTYPaIllHOHHBIX (haiiiioB
JlabopaTopHoe 3ansitue 2.2.2. Komanas! ynpasienust Tabnuiamu kommytanud MAC- u 4
IP-ampecos, ARP-TaGmuIst

Tema 2.3. BupryaubHbie jokaibHbie ceTu (VLAN)

Jlexyuu
Jlexmmst 2.3.1. Tumet VLAN. VLAN Ha ocHoBe moptoB. VLAN Ha ocHOBe cranmapra 3
IEEE 802.1Q. Cratmueckue u nuHammdeckre VLAN. [Iporokon GVRP.
Jlexnms 2.3.2. Q-in-Q VLAN. VLAN Ha 0CHOBE MIOPTOB M MPOTOKOJIOB — CTAHAAPT 3
IEEE 802.1v. ®yukius TrafficSegmentation

Jlabopamopuvie 3ausamus
Jlabopatopuoe 3ausitue 2.3.1. Hactpoiika VLAN Ha ocHoBe cranmapra IEEE 802.1Q 4
JlaGopatopHoe 3ansTue 2.3.2. Hactpoiika nporokona GVRP. 4
Jlaboparoproe 3ausitue 2.3.3. Hactpoiika cermeHTanuu tpaduka 0€3 HCIoIb30BaHUS 4
VLAN
JlabopartopHoe 3ansatue 2.3.4. Hactpoiika pyrkuuu Q-in-Q (Double VLAN). 4

Camocmosmenvhas paboma oby4aouuxcs
o Habmronenue 3a Tpadukom B cetn VLAN
J Co3nanue JuarpaMMbl JJOTHYECKOH ceTH
. IIpoexTupoBaHue BUPTYalbHbIX YACTHBIX CETEH 3
o CamocrosrenbHas pabota mo co3manuro JIBC Ha ocHoBe cranmapra |[EEE
802.1Q.

Tema 2.4, (I)yHKHHH NMOBBIINCHUA HAACKHOCTH U ITPOU3BOAUTECIbHOCTH

Jlexyuu




HaumenoBanue Copaep:xxanue y1e0HOro MaTepHaja 1 ()OpMbI OPraHU3ALNH JeATeIbHOCTH Oo0Bem B
pa3nenoB M TeM o0yJarommxcs yacax
Jlexuus 2.4.1. TIporokon Spanning Tree Protocol (STP). Ys3sumoctu npotokona STP. 2
Jlexums 2.4.2. Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 2
Jlexuus 2.4.3. JlononaHuTeNbHBIE QYHKINH 3aIUTHI OT METEJb. ATpETUPOBaHIE 2
KaHaJIOB CBA3H.
Jlabopamopnvie 3ansmus
JlabopatopHroe 3ansTue 2.4.1. Hactpoiika mpoTokoiioB cBs3ytomiero aepesa STP, 4
RSTP, MSTP.
Jlabopatoproe 3ausTue 2.4.2. Hactpoiika G yHKIHH 3aIIATEI OT 00pa30BaHUs IIETENb 4
LoopBackDetection
JlaGopatopHoe 3ansiTue 2.4.3. ArperupoBaHue KaHaJoB. 4
Camocmosmenshas paboma oby4aowuxcs
o ®duznyeckoe KOANPOBAHUE C UCTIOIH30BAHHEM MaHYECTEPCKOTO KO
o Jlornaeckoe KOIUPOBAHKE C HCIIOIb30BAaHUEM CKPEMOINPOBAaHUS
o Ouenka 6ecrIpOBOTHOM JTMHUH CBSI3H
o [TnanupoBaHne MPOU3BOANTEIHHOCTH U 30HBI ACHCTBHUS OECIIPOBOAHON CeTH
o Oo0ecrnieueHne 0TKa30yCTONYMBOCTH B OECIIPOBOHBIX CETAX
o Hactpoiika QoS
o OmnpeneneHue ysi3BUMBIX MECT CETH .
o MOHHUTOPHHT IPON3BOJUTEIEHOCTH CETH
o OmnpeneneHne XapakKTepPUCTHUK CETEBBIX MTPUIIOKEHNH .
o Amnanm3 ceteBoro Tpapuka . 5
o OmnpeeneHne NPUOPUTETHOCTH Tpaduka .
. W3ydenne kagecTBa 00CITyKUBAHUS CETH .
. HccrnenoBanue BIMAHUS BUACOTpadUKa HA CETh
o Omnpenenenne NOTOKOB TpaduKa, MOCTPOCHHE AUarpaMm MOTOKOB Tpaduka
. Omnpenenenne CTpaTeruii MOBBIMIEHUS TOCTYTHOCTH .
. Omnpenenenne TpeboBaHMiA K 00eCTIeUeHNI0 0€30TaCHOCTH .
° Amnanus miaHa TCCTUPOBAHUS U BBIIIOJIHCHHUC TECTA .
o Co3naHue riaHa TeCTUPOBAHMS JJIsl CETH KOMILIEKCa 31aHUiH
. Be3omnacHas nepenaya JaHHBIX B O€CIIPOBOJHBIX CETAX .
. HccnenoBanue tpaduka
4 cemecTp
Pa3zgen 2. TeXHOJOrHH KOMMYTAIIMH M MapIIPYTU3allMH COBPeMeHHBIX ceTeii Ethernet (4 cem)
Tema 2.5. Aapecanusi CETEBOro YPOBHSI M MapUIPyTU3AIUS
Jlexyuu
Jlekmms 2.5.1. O630p aapecanuu ceTeBOro ypoBHs. DopMUPOBAHUE TTOACETEH. 2
BbecknaccoBas anpecanus IPv4. Crioco6s1 konpurypanuu |IPv4-anpeca.
Jlekmmst 2.5.2. TIpotokou IPV6. ®opmupoBanue unenTudukaropa uarepdeiica. 9
Cnioco6b1 koHduryparuu IPV6-anpeca.
Jlexnmst 2.5.3. [Tnanuposanwue nozacereit IPv6. [Ipotoxon NDP. 2
Jlekuus 2.5.4. TlonsTre MapiupyTi3aiy. JJUCTaHHOHHO-BEKTOPHBIE TPOTOKOJIBI 2

mapupyTuzanuu. [Iporokoxn RIP.




HaumenoBanue Copaep:xxanue y1e0HOro MaTepHaja 1 ()OpMbI OPraHU3ALNH JeATeIbHOCTH Oo0Bem B
pa3nenoB M TeM o0yJarommxcs yacax

Jlabopamopnvie 3ansamus
JlabopaTopHoe 3ansiTre 2.5.1. OcHOBHBIE KOH(PHTYpAIIMK MapLIPYTH3aTOPA 1
JlabopatopHoe 3ansTre 2.5.2. PacmmpenHble KOHQUTYypanuy MapIpyTH3aTopa. 1
Jlabopatoproe 3anstue 2.5.3. Pabota ¢ mpotokonom CDP. 1
Jlabopatophoe 3ansitue 2.5.4. Pabora ¢ npotokoiaom TELNET. Pa6ora ¢ nporokosiom 1
TFTP.
Jlabopatoproe 3austue 2.5.5. Pabota ¢ mpotokonom RIP. 1
Jlabopatoproe 3austue 2.5.6. Pabota ¢ mpotoxomom OSPF. 1
JlabopatopHroe 3ausTre 2.5.7. KoHpuryprpoBanue GyHKINN MapIIpyTH3aTopa 1
NAT/PAT.
JlabopatopHroe 3austue 2.5.8. Kondurypuposanne PPP u CHAP. 1

Camocmosmenshas paboma oby4aowuxcs
J Coznanue ACL-cicka
. Pazpaborka ACL-criuckoB [uis peaiau3aliy HaOOpOB MPaBHII MEXCETEBOTO
JKpaHa
o HUcnonp3oBanue CIDR mist obecrieuennst 00beAMHEHUS MapIIPyTOB 16
o Omnpenenenne cxems! |P-anpecannn
) Omnpenenenne konmdectsa |P-cereit
o Co3nanne TaOnuIp JUIS BBIICIEHHS aJpPECOB

Tema 2.6. KauecTno o6cay:xkuanus (QoS)

Jlexyuu
Jlexmms 2.6.1. Mogemu Qo0S. IIpuopure3anus naketo. Kinaccudukarus makeTos. 2
MapkupoBKa IIaKeTOB.
Jlexmms 2.6.2. YipapieHue neperpy3kaMu 1 MeXaHU3MBbl 00CITy>)KUBaHHS OuepeaeH.
MexaHu3M npefoTBpalleHus neperpy3ok. Konrposs nonocs! nponyckanus. [Ipumep 2
HacTpoiiku QOS.

Jlabopamopnule 3ansamus
JlabopatopHoe 3anstue 2.6.1. Hactpoiika Q0S. [Tpnopurusanus tpaduxa. Y npasieHue 1
HOJIOCOH MPOIyCKaHUs

Tema 2.7. @yHkuuu odecrneyeHnst 6€30MaCHOCTH U OTPAHUYEHHUS JOCTYNA K CETH

Jlexyuu
Jlexuus 2.7.1. Crucku ynpasnenust goctynom (ACL). DyHKImu KOHTPOIIS HAZX 2
MOAKIIIOYEHHEM Y3JIOB K TOPTaM KOMMYTAaTOpa.
Jlexums 2.7.2. Ayrenrudukanus nmoss3osareneid 802.1x. 802.1x Guest VLAN. 2

Oynkuun 3amutsl HITY xommyTtaTopa.

Jlabopamopnule 3ausmust




HaumenoBanue Copaep:xxanue y1e0HOro MaTepHaja 1 ()OpMbI OPraHU3ALNH JeATeIbHOCTH
pa3/iesIoB H TeM o0yyarommxcs

Oo0bemM B
yacax

JlabopartopHoe 3ansatue 2.7.1. Crucku ynpasnenus goctymom (AccessControlList)

JlabopartopHoe 3ausTie 2.7.2. KOHTpOJIb Ha/ MOAKITIOUYCHUEM Y3JI0B K IIOPTaM
kommyTaTopa. ®yHkuust PortSecurity. KoHTposs Ha1 MOAKIIOYEHHEM Y3JI0B K MOpTaM
kommyTtaTopa. @yukuust IP-MAC-Port Binding

Tema 2.8. MHoroagpecHasi paccblIKa

Jlexyuu

Jlexmms 2.8.1. Anpecanus mHOTOanpecHo# |IP-paccsuikn. MAC-anpeca rpynmoBoi
PACCHUIKH.

Jlexmms 2.8.2. Tloamucka u 00CITy>)KUBaHHE TPYIII. Y IpaBICHHE MHOTOaIPECHOM

paccsuikoit Ha 2-m yposHe mozenu OSI (IGMP Snooping).®@yukius IGMP FastLeave.

Jlabopamopnuie 3anusimust

JlabopatopHoe 3ansitue 2.8.1. OtcnexuBanue TpadhuKa MHOTOAIPECHON PaCChUIKH.
OtcnexuBanue tpaduka Multicast

Tema 2.9. ®yHKIUH yHpaBJieHHs] KOMMYTaTOpaMu

Jlexyuu

Jlexkuus 2.9.1. YrpasieHue MHOXeCTBOM KoMMmyTaTopoB. [Iporokosn SNMP.

Jlexuus 2.9.2. RMON (Remote Monitoring). ®yukius Port Mirroring.

Jlabopamopnule 3anusmust

Jlabopatoproe 3ansTue 2.9.1. ®yHKIMH aHaM3a ceTeBoro Tpaduka. Hactpoiika
MPOTOKOJIA yIpaBJieHus Tonojorueii cetn LLDP.

Pazngen 3. MexceTeBble IKPaHBI

Tema 3.1. OcHOBHBIE MPUHIMIIBI CO3TaHUS Hage:xkHOI U 0e3onacHoii UT-undppacTpykTypsi

Jlexkums 3.1.1. Knaccudukanus cereBbix arak. Tpuana 6e3onacHoit UT-
HHQPACTPYKTYPHI.

Jlexmms 3.1.2. YipaBnenne KoHQUTYpanusMu. YTIpaBIeHUE WHIHICHTaMU.
HWcnonp3oBanue TpeThel JoBEepeHHOH cTOpoHBL. KpunTorpadguaeckue MexaHU3MBI
0e30I1aCHOCTH.

Tema 3.2. MexkceTeBble IKPaHbI

Jlexyuu

Jlexkums 3.2.1. TexHOIOTHH MEKCETEBBIX KPaHOB. [IoMTHKA MEXCETEBOTO SKpaHa.
MeskcereBble 5KpaHbl ¢ BoaMoxkHOCTsIME NAT.

Jlekuus 3.2.1. Tomonorus ceTy NP UCTIOIb30BAHUN MEXCETEBBIX IKPAHOB.
[InanupoBaHue U BHEAPEHHE MEXKCETEBOIO IKpaHa.

Jlabopamopnule 3anusmust

JlabopatopHoe 3ansTHe 3.2.1. OCHOBBI aIMUHUCTPUPOBAHUS MEXCETEBOI'0 dKpaHa




HaumenoBanue Copep:xanue yue0HOro MaTepuasia v (P OpMbI OPraHU3ALMH AeATETbHOCTH Oo0Bem B
pa3nenoB M TeM o0yJarommxcs yacax

JlabopatopHoe 3ansitue 3.2.2. CoeqMHEHNE IBYX JIOKAJIbHBIX CETeH MEKCETEBBIMU 1
9KpaHaMu
Jlabopatoproe 3ausTre 3.2.3. Co3naHue MOTUTHKH 0€3 IPOBEPKH COCTOSHIUSL. 1
JlabopatopHroe 3ansTue 3.2.4. Co3maHue MOIUTHK JJIS TPATUIIOHHOTO (MK 1
nucxozsmero) NAT.
JlaGoparoproe 3ausTie 3.2.5. Co3nanue MOJUTHK i By Hanpasieanoro (Two-Way) 1
NAT, ucronesys metox pinholing

Tema 3.3. CuctemMbl 00HApPY:KEHHS U NPEIOTBPaleHUs] MPOHUKHOBEHUIH

Jlexyuu
Jlekrus 3.3.1. OcuoBHoe HazHauenue |DPS. Crioco0s! knaccudukaruu IDPS. Beibop 9
IDPS. JlomoaHUTENbHBIE HHCTPYMEHTAIBHBIE CPE/ICTBA.
Jlekuus 3.3.2. TpeboBanus opranuzanuu K Gpynkunonuposanuio |DPS. Bo3moxxHocTn 9
IDPS. PazgeprriBanue IDPS. CunbHble cTOpoHBI U orpaHudeHHOCTh |DPS.

Jlabopamopnule 3anusmust
Jlabopatoproe 3ausaTue 3.3.1. OOHapyKeHHE U MPEIOTBPAICHUE BTOPKCHHA. 1

Tema 3.4. [lpnopuTH3anus TpaduKa U co31aHNe ATLTEPHATHBHBIX MAPIIPYTOB

Jlexyuu
Jlexums 3.4.1. Coznanue anbTepHATHBHBIX MapIIpyTOB AOCTYTA B MHTEPHET. 2
[Tpropuruzanns tpapuka.

Jlabopamopnule 3ausmust
Jlabopatoproe 3ansTHe 3.4.1. Coznanne anmpTepHATHBHBIX MapIIPYTOB C 1
UCIIOJIb30BAaHUEM CTATUYECKON MapIIpyTH3AUH

Koncyabranun 6

IMpome:xyTounas arrecTanusi B (popme IK3aMeHa 6

3 MaTepHaJIbHO-TEXHUYECKOE U YUEOHO-MEeTOHYECKOe 00ecneueHre TUCHHITHHBI (MOXYJI5)
3.1 CnenmajibHbIe IOMELIEHUsI JIsl PeaTu3aluy MporpaMmbl
Hanmaus yueOHOrO KabnHETa «HH(POPMAIIMOHHON 0€30MaCHOCTH, Ta00opaTOpHH MHPOPMAITMOHHBIX TEXHOJIOTHIT.
ObopynoBanue yuedOHOT0 Ka0uHeTa:
- MOCaIOYHBIC MECTA TI0 KOJMYECTBY O0YJAFOIIIXCS;
- pabodee MeCTO MPEoaaBaTeNs;
- KOMIUIEKT Y4eOHO-HATIISIIHBIX TocoOui « KOMIBIOTEpHEBIE CETHY;
- 3JICKTPOHHOE yueOHOe ocoOue.
TexHu4yeckue cpeacTBa 00ydIeHHUS:
- KOMIBIOTEp C JIMIEH3NOHHBIM IIPOTPaMMHBIM OOecliedeHHeM, MYJIbTUMEIUHHBIA AHANPOSKTOP, WHTEPaKTHBHAS

JOCKa.

3.2 UndopmanmnoHHoe obecneyeHne peajsn3amuy NporpaMmbl
3.2.1 OcHoBHas JiuTepaTypa

1. Jubpos, M. B. KomneiorepHble ceTr 1 TeaeKoMMyHuKanmu. Mapmpyrnsanus B IP-cetsix B 2 u. Hacts 1 : yueOHUK 1
NPaKTUKYM JAJIs cpeaHero npodeccronansHoro oopasosanus / M. B. lubpos. — Mocksa : Mzaarensctio FOpaiit, 2021. — 333

c¢. — (IIpodeccuonanproe obpazoBanme). — ISBN 978-5-534-04638-0. — Tekcr

miardopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/471382 .

. anektpoHHbIid // O6pa3zoBaTenbHas




2. Jubpos, M. B. KomnbetorepHble ceTd U TeaeKoMMyHuKamu. Mapipyrusanus B [IP-ceTsix B 2 u. Hactb 2 : y4eOHUK U
NPaKTUKYM AJI cpeanero nmpodeccuonansHoro oopaszosanus / M. B. lubpos. — Mocksa : U3natensctBo FOpaiit, 2021. — 351
c¢. — (TIpodeccuonanpuoe obpasoBanme). — ISBN 978-5-534-04635-9. — Tekct : anekrponnsiii // OOpasoBaTeibHas
miardopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/471910 .

3.2.2 lonoJHHUTeIbHAS JUTEPATypa
1. Ipockypskos, A. B. Kommetotephsie cetr / A. B. IIpockypsikoB. — PoctoB-Ha-Jlory|Taraupor : KOxxHbIi (emepanbHbIit

yuusepcuret, 2018. — 202 ¢. — ISBN 9785927527922. — URL: http://biblioclub.ru/index.php?page=book_red&id=561238 . —
TekcrT : 3NeKTPOHHBIN.

2. ®omum, JI. B. Komnetorepusie cetu / 1. B. ®omun. — Mocksa, bepiun : [lupexr-Meaua, 2019. — 68 .

- ISBN 9785449901538. — URL: http://biblioclub.ru/index.php?page=book_red&id=575232 . - Tekcr
3JIEKTPOHHBIN.

3. Bopucos, C. I1. KomnbroTepHble ceTd. AHAIN3 U IUArHOCTHKA : yueOHoe mocobue / C. I1. bopucos. — Mocksa : PTY

MMPDA, 2021 — Yacte 1 — 2021. — 67 c. — TekcT : aneKTpoHHbIit // JIaHb : 3neKTpoHHO- OubnuoTeuHas cucrema. — URL:
https://e.lanbook.com/book/176562 . — Pesxum mocTyma: it aBTOPH3. TOJIB30BaTENEH.

3.2.3 Meroanyeckas JurepaTypa

1. IlpoheccnoHanbHbIN LUK : METOIUYECKHE MaTepHabl Jisl 00yJaromuxcs HarpasieHus noarotoku 10.02.05
"Oo0ecnieueHne HHGOPMAIIOHHOM 0€30MaCHOCTH aBTOMaTU3UpOBaHHbIX cucteM" / Ky3bacckuii rocyjapcTBeHHBIN
texanueckuil yauepcurer uM. T. @. ['opbauesa ; Kadenpa napopmannonHoii 6e3onacHocTH, cocraButenu: E. B.
[Ipokonenko, A. B. Menseznes, A. I'. Kupenbepr. — Kemeporo : Ky3['TVY, 2020. — 290 c. — URL:
http://library.kuzstu.ru/meto.php?n=9964 . — TekcT : 3MEKTPOHHBIH.

3.2.4 aTepHeT pecypehl

1. BUOC Ky3I'TY:

a) Dnekrponnas 6ubnnoreka Ky3s['TY. — Tekcr: anexrponubiii / HayuHo-texnuueckas 6ubanorexa Kyszoacckoro
roCyTapCTBEHHOTO TEXHUYeCKOro yuuepcurera uM. T. @. ['opbayesa : caiit. — Kemepogo, 2001 —. — URL:
https://elib.kuzstu.ru/ . — Tekct: 3meKTPOHHBIIL.

b) Hopran.KysI'TY : Aromarusuposantas Muadopmanmonnas Cucrema (AUC) : [caiit] / Ky36acckuii rocyrapcTBeHHbIH
TexHnueckuil yausepcureT um. T. @. T'opbauesa. — Kemeporo : Ky3I'TY, [6. r.]. — URL: https://portal.kuzstu.ru/. — Pexxum
JOCTyNa: JUIs aBTOPU3. HOJIb30BaTeliei. — TeKCT: AJIeKTPOHHBIH.

C) DnexrponHoe oOyuenue : [caiir] / Ky3bacckuii rocy1apcTBeHHbIN TexHUuueckuil yauBepcuteT um. T. @. Topbauesa. —
Kemeposo : Ky3I'TV, [6. r.]. — URL: https://el.kuzstu.ru/ . — Pexxum noctymna: st apropus. noss3osareineit Ky3['TY. — Teker:
3JIEKTPOHHBIH.

2. ®CTOK Poccun : DenepanbHas ciayk0a 10 TEXHUUECKOMY M 3KCIIOPTHOMY KOHTPOJIIO : O(UIHAIbHBIH caiiT /| DAY
«THUUU TIT3U ®CTIK Poccumn». — Mocksa, 2004 — . — URL: www.fstec.ru. — Tekct: 31eKTpOHHbIH.

3. SecurityLab.ru : ua(popManmoHHbIii moptan no 6ezonacHoctH : caidt. — Mocksa. — URL: https://www.securitylab.ru/ . —
TekcT: 3JIEeKTPOHHBIM.

4. lenapramenT obpa3zoBanus Bomorojckoit obnacty : oduuaibpHeiii caiit. — Bonorga. — URL: http://depobr.gov35.ru/ . —
TekcT: 3JIEeKTPOHHBIM.

5. BIOMETRICS.RU : Poccwuiickuii 6moMerpudeckuii moprai : caiit. — Mocksa, 2000 — . — URL: www.biometrics.ru . —
TekcT: 3JIEKTPOHHBIM.

6. InformationSecurity/UudpopmarironHas 6e30macHocTh : cait. — Mockea. — URL: http://www.itsec.ru. — Tekcr:
3JIEKTPOHHBIH.

7. eLIBRARY.RU : Hay4Hast anekTpoHHas 6ubnnoreka : caiit. — Mockga, 2000 — . — URL: https://elibrary.ru. — Pexxum
JIOCTYTIA: JUIS 3aPErUCTpUp. MoNb30BaTenei. — TeKeT: aMeKTpOHHBIH.

8. T'apanr. py : HHPOPMALIMOHHO-TIPAaBOBOM mopTai : caiit. — Mockea, 1990 — . — URL: https://www.garant.ru/ . — Tekcr:
3JIEKTPOHHBIH.
9. KoncynpranTtllinioc | KOMOBIOTEPHAs! CIIPAaBOYHO-TIPABOBasi cCHCTeMa | cailT. — Mockea, 1992 — . — URL: www.consultant.ru .

— TeKCT: 371eKTPOHHBIH.

10. EauHoe OKHO JIOCTyIa K 00pa3oBaTellbHBIM pecypcaM : uHpopMaloHHas cucrema : caiit / ®T'AY THUU UTT
«Hubopmukay . — Mocksa, 2005 — . — URL: http://window.edu.ru/ . — TekcT: 351eKTpOHHBIH.

11. Poccutiickoe obpazoBanne. denepanbHblii 00pazoBaTenbHbIi moptan : caidt / ®DTAOY 1O PT'OIT u UT. — Mocksa,
2002 — . — URL: www.edu.ru . — TekcT: 3JIeKTPOHHBIIA.

4. OpraHu3anusi CAMOCTOAITE/IbHOH PaGoThHI 00yYAOIINXCS

CamocrosrenbHas paboTa 00yJaroIuXcsl OCYIIECTBISIETCS B 00beMe, YCTAaHOBJICHHOM B pa3zeiie 2 HaCTOSIIEH porpaMMbl
JUCIHUIUTAHBL (MOLYJIS).

s caMocTosTeNpHOI paboThl 00yJaOIIMXCs IPELYyCMOTPEHBI CIIeIHaIbHbIC TOMEICHHNS, OCHAICHHBIE KOMITBIOTEPHOM
TEXHUKOH C BO3MOYKHOCTBIO MTOAKITIOUEHHUS K MHPOPMAITMOHHO-TETIEKOMMYHHUKAIIMOHHOU ceTH "MHTepHeT" ¢ 00ecrieueHueM
JIOCTyTIAa B 3JICKTPOHHYIO HH(POpMaIMoHHO-00pazoBaTenbuyto cpeny Ky3['TY.
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6. MHble cBeeHns U (M) MaTePHAJIbI

1. O6pa3oBaTenbHBIN MPOLECC OCYIIECTBIAETCS C UCIIOIb30BAHUEM KaK TPAAUIMOHHBIX, TAK U COBPEMEHHBIX HHTEPAKTUBHBIX
TexHoorui. [Ipu KOHTaKTHOH padoTe Imeaarorn4eckoro paboTHUKa ¢ 00y4aroMMMUCS TPUMEHSIOTCS CIIETYIOLIHE DIIEMEHTEHI
WHTEPAKTUBHBIX TEXHOJIOTHIA:

- COBMECTHBIH pa300p MpoOIeMHBIX CUTYAIHIA;

- COBMECTHOE BBIBJICHHE IIPUINHHO-CIICICTBEHHBIX CBA3CH BeIlei 1 COOBITHI, MPOUCXOISMIINX B TOBCEAHEBHOW KU3HH, M X
COTIOCTaBJICHHE C yICOHBIM MaTCPHAIIOM.

2. [IpoBeneHme TPYIIIOBHIX M HHIANBUAYAJIbHBIX KOHCYJIBTAN OCYIIECTBISIETCS B COOTBETCTBUH C PACITUCAHIEM
KOHCYJIBTAITMHA TI0 TEMaM, 3asBJICHHBIM B pabodeli mporpaMMe JUCIUILUINHEL, B IEPHUOJ OCBOCHNUS JUCIHATUIMHEI U IIepe]]
IIPOMEKYTOUHON aTTeCTallMell C y4eTOM Pe3yNbTaTOB TEKYIIEro KOHTPOJI.
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