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1. O6mas xapakTepucTHKA padodeii MPOrpaMMbl AMCHUTIIMHBI

1.1 MecTO AUCHMILIHHBI B CTPYKTYPe OCHOBHOM 00pa30BaTe1bHOI IPOrpaMMbI

VYuebnas aucimiuinHa «Kpunrorpadgudeckue cpeacTsa 3aliuThl HHPOPMAIUW SBISIETCS 003aTEIBHON YacThIO
npodecCHOHANBFHOTO IMKJIa OCHOBHOM 00pa3oBaTebHOM nporpaMMbl B cootBetcTBrU ¢ PI'OC no cnennansroctu 10.02.05
«Obecneyenne nHGpOPMAMOHHOI 6€30IT1aCHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEMY.

VYuebnas pucuuminHa «Kpunrorpadpudeckne cpencTsa 3auuThl nHpopManum» odecrieyuBaeT GOpMUPOBAHNE
po¢eCCHOHANBHBIX M 00X KoMIeTeHuil B coorBeTcTBUH ¢ @T'OC mo crrermansrOocTH 10.02.05 «Obecneuenue
nH(pOpManNOHHOH 6€301aCHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM.

1.2 Ile1b ¥ NUIAHUPYEMble Pe3yJIbTAThl 0CBOEHHs JUCHHMILINHBI, COOTHECEHHbIE C JIAHUPYEMbIMHU pe3yJbTaTaMu
O0CBOEHHUSI 00pa3oBaTe/bHOI MPOrpaMMbl

OcBoeHNE TUCTIUIUIMHBI HATIPABICHO Ha (POPMUPOBAHHE:

00IIMX KOMIETEHINH:

OK 01. Berbupats crioco0sl perreHus 3a1a4 mpopecCnoHaIbHOM NesITeIbHOCTH, TPUMEHUTENFHO K Pa3TNIHBIM KOHTEKCTAaM.

3HaTh: CIIOCOOHI pemeHus 3a4a9 IpOoPeCCHOHANBHON AEATEIEHOCTH, TPUMEHUTEIHHO K pa3IMIHBIM KOHTEKCTaM;
YMeTb: BRIOUpATh CIIOCOOBI pemeHns 3a1a4d MpodecCHOHAIBHON ASATEIEHOCTH, TPUMEHUTEIHHO K Pa3IMYHBIM KOHTEKCTaM;

OK 02. OcymiecTBIsATh OUCK, aHAIH3 W HHTEPIIPETAINIO HH(pOpMaIiy, HeOOXOIMMO¥ [T BEITIOTHEHHS 3a1a4
npo(heCcCHOHAILHON IEITEIBHOCTH.

3HaTh: HCTOYHUKH, BKIFOYAs SJIEKTPOHHBIC PECYPCHl, Mequapecypchl, IHTepHeTpecypehl, IEpHOJHISCKIE H3IaHHS 110
CIELMAIBHOCTH JUTS pelIeH s TPO(eCcCHOHATbHBIX 3a/1a4;

YMeTb: HCIIONb30BATh PAa3INYHbIC HCTOYHHKH, BKIIIOYAsl SIICKTPOHHBIE peCypChl, Menuapecypcbl, HTepHeTpecypCkl,
NEPHOJMIECKHIE HU3AaHHS 110 CIICIIUATBHOCTH JUIs pELICHHs TPO(eCCHOHANBHBIX 3a1a4;

OK 09. Ucnonp3oBaTs HHOOPMAIIMOHHEIE TEXHOJIOTHH B PO(PECCHOHATBHOM e TeIbHOCTH.
3HaTh: NHOOPMAMOHHO-KOMMYHHKAIIMOHHBIC TEXHOIOTHH MPO(ecCHOHANBHOH NeaTeIbHOCTH;
YMeTh: NCTI0JIb30BaTh HH(POPMAIMOHHBIE TEXHOJIOTHH B TPO(HECCHOHATBHON AEATEIBHOCTH;

HpOCI)eCCI/IOHaJ'ILHLIX KOMITCTCHITHH

1K 2.4. OcywmecTBisTs 00pabOTKY, XpaHeHHE U Hepeaady HHPOPMaLUH OrpaHHYCHHOTO JOCTYIIA.

3HaTh: OCHOBHBIC MMOHATHS KPHITOIPa(UH ¥ THIIOBBIX KPUNITOIPahHISCKUX METOJOB U CPEACTB 3aLIUTHI HH)OPMAIINY;
VYMeTb: IPUMEHITh MaTeMaTHYCCKHI allapar JUIsl BEIIOJIHEHUS KpunTorpaduueckux npeoopa3oBaHuii; HCIIOIb30BATh
THUITOBBIC TPOrPaMMHBIC KPHUIITOTPAQHUIECKHE CPEACTBA, B TOM YHCIIE JJICKTPOHHYIO MOAINCE; VIMeTh IPaKTHYECKUI OIIBIT:
NPUMEHEHHUS IEKTPOHHOMN MOAIICH, CHMMETPHYHBIX 1 ACHMMETPUYHBIX KPHUIITOrPAQHISCKHX alfOPUTMOB M CPEIICTB
mrpoBaHus JaHHBIX;y4€éTa, 00pabOTKH, XpaHEHUs U Nepeaad HHYOPMALMH, JUIsl KOTOPOH YCTAaHOBIIEH PEXKUM
KOH(HICHIIMATBHOCTH;

B pe3yabTare ocBOeHMSI JUCHUILUIMHBI 00y4aloLMiics B 0011eM 10 AUCUMILJIMHE 10JIKEH

3HaTh:

- CII0COOBI pelieHUs 33134 MPo(heCcCHOHATLHON AEATSIbHOCTH, IPUMEHHUTEIBHO K Pa3INYHBIM KOHTEKCTaM;

- ICTOYHUKH, BKJIIOUAs 3JIEKTPOHHBIE PECYPChl, Meauapecypcsl, MHTepHETpeCcypChl, IEPUOJUUECKUE U3IaHUs 110
CIICHIUAJIBHOCTHU IJIs1 pemeHI/m HpOCbeCCI/IOHaHLHLIX 3aaa4,

- nH(pOPMAMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTUH MPO(ECCHOHANBHOMN NIESITeNbHOCTH;

- OCHOBHBIE MOHATHS KpUNTOrpadUK ¥ TUIIOBBIX KpUNTOrpaUueCKUX METOIOB U CPEJICTB 3alUThl HH)OPMALIIH;
VYMmeTs:

- BEIOUPATH CIIOCOOBI pelIeHUs 3a/1a4 MPOoPeCCHOHATBHON NesTeIbHOCTH, TPUMEHUTEIHFHO K Pa3IHNYHBIM KOHTECKCTaM;

- UCIIOJIB30BAaTh Pa3jIMdHbIC UCTOYHHUKHU, BKIIIOYAs DJICKTPOHHBIC PECYPChI, MEANApPECYPChI, I/IHTepHeTpecprH, MNEpUoOANICCKUC

W3aHUS 1O CIIEIMAIBHOCTH /IS PeIIeHHs Tpo(ecCHoHaNbHbIX 3a/1a4;

- UCTIONIb30BaTh NH(OPMALIMOHHbIE TEXHOJIOTHH B TPOYECCHOHATBHON IESATEIbHOCTH;

- IPUMEHSTh MaTeMaTHYECKHUI arnapar JUIs BBIIOJIHEHHs] KpUITOrpadMuecKux npeodpa3oBaHNii; HCIOJIB30BATh TUIIOBBIE
IIpOTpaMMHBIE KPUNTOrpadhuIeckrue CPpeCTBA, B TOM YHCIIE AJICKTPOHHYIO ITOAINCE;

HMeTh NpakTUYECKUN OMBIT:

- IPUMEHEHHUS HJIEKTPOHHOH IMOAMUCH, CAHMMETPUYHBIX M aCHMMETPHYHBIX KPUNTOTPa(QUIECKUX aJITOPUTMOB U CPECTB
mmdpoBaHus TaHHBIX;yuéTa, 00pabOTKH, XpaHEHHS U Iepeiaun HHPOPMAIIUH, I KOTOPOH YCTAaHOBJIECH PEXIM
KOH(UIEHITNATLHOCTH;

2. CTpyKTYypa U coiep:KaHue JMCIUIINHbI

2.1 O0beM AMCUMIJIMHBI M BU/IbI Y4eOHOMH padoThl

| KoJuuuyecTBO 4acoB

®opma o0yuenust | oo | 30 | O30

|Kypc 2 / Cemectp 3 || H ||

|051)6M JUCHUIIIHHBI || 120 || “

| B TOM qncne:” || ||

|ﬂekuuu, YpoKu H 50 H H




| KoauyecTBO 4acoB

®opma 00yqeHUsI |

oD | 30 | 030 |
|Jza6opamopnbze pabomvi H || “ |
|npa1<muqe(:1<ue 3auHAMUs ” 40 H “ |
|KOHcyﬂLTaHI/II/I | | 6 | | | | |
|CaMOCT05ITCJIBHa§I pabora H 18 H || |
|Hp0Me>1<yTquaa aTTeCTalus || 6 || || |
|I/IH)II/IBI/IL[yaJ'II>Hoe IIPOEKTUPOBAHUE H || “ |
|(I)0pma NPOMEKYTOYHOM aTTeCTAlMH H DK3aMEH H || |
2.2 TemaTH4yecKHUii IVIaH U cofAeP:KAHUE JUCIUIIIMHBI
HanmeHoBanmue Copep:xxaHue y4eOHOTro MaTepuaa U (P OpPMbI OPTaHU3ALNH JeATeILHOCTH Oo0bem B
pa3iesoB U TeM o0yuarommxcs yacax
BBenenue.
Jlexyuu
[peamer u 3anaun kpunrorpaduu. Ucropus kpunrorpaduu. OCHOBHbIE TEPMHHBI. 1
Camocmosmenvras paboma obyuaiowuxcs.: Victopust pa3BUTHs KpunTorpahuu 1
Pazpnen 1. MaTemaTH4eckie OCHOBBI 3aIIUTHI HHpOpMaLUH
Tema 1.1. MaremaTu4ecKkne 0CHOBbI KpunTorpaguun
Jlexyuu
Jlexnust 1.1.1. DneMeHTHI TEOPUU MHOXKECTB. | pyIbl, KOJIbLIA, TTOJIS. 1
Jlexmmst 1.1.2. lenumocts uncen. [Ipusnaxu genumoctu. IIpocTeie U cocTaBHBIE YHCIA. 1
Jlexkums 1.1.3. OcHoBHas Teopema apupmeTuku. Hanbonpiuii o01uii AenuTeb. 1
Bsaunmuo mpocteie uyncna. Anroput™ EBknuna mg Haxoxxaenus HO/I.
Jlexuus 1.1.4. OtHoweHus cpaBHUMOCTH. CBONCTBA CpaBHEHUH. MoysipHast 1
apupMeTHKA.
Jlexuus 1.1.5. Knaccel. [lonHas v npuBeaeHHas cuctema BelyeToB. DyHKIMS Ditnepa. 1
Teopema @epma-Ditnepa. AITOpuT™M OBICTPOTO BO3BEICHHS B CTEIICHD IO MOIYITIO.
Jlexrmst 1.1.6. CpaBHeHus nepBoii crenenu. JInHeltHble 110()aHTOBBI ypaBHEHHS. 1
Pacmmpennslii anroputM EBkinna.
Jlexnus 1.1.7. Kuraiickas Teopema 006 ocTaTkax. 1
Jlexmus 1.1.8. TIpoBepka uucen Ha IPOCTOTY. ANIFOPUTMBI TEHEPALUU IPOCTHIX YUCE. 1
Merton npoOHbIX AeneHud. Pemero Dpatocdena.
Jlexuns 1.1.9. Paznoxenne yrcna Ha MHOKUTENH. ANTOPUTMBI (PaKTOpU3aLHK. 1
®daxropuzauus @epma. Meroz Ilonnapaa.
Jlexmus 1.1.10. Anroputmsl auckpetHoro Jorapudmuposanus. Merton [Tomnapaa. Meton 1
Ioppa.
Jlexmus 1.1.11. Apudmerndeckue onepanuu Haa OOJBITUME YUCIAMHU. 1
Jlexmmst 1.1.12. DnanunTrdaeckne KpUBBIE U MX TMPWIOKEHUS B KpUITOTpaduu. 1




HaumenoBanue Conep:xanue yueO0HOro MaTepuaJa 1 GopMbI OPraHU3ALMH JeATeIbHOCTH O0Bem B
pAa3/esIoB U TeM o0yyarommxcs yacax
Ipakxmuueckue 3auamus
IIpaxktnueckoe 3anarue 1.1.1. Ilpumenenue anroputMa Epknuna misa Haxoxaenus HOJ. 1
Pemenune muHEHHBIX THO(PAHTOBBIX YPaBHEHUN
IIpakTuueckoe 3anarue 1.1.2. [IpoBepka yncen Ha MPOCTOTY 1
[Ipaktudeckoe 3ansatue 1.1.3. Perenne 3amad ¢ 2IeMEHTaMU TCOPUH YUCEIT. 1
Camocmosmenvhas paboma o6yuaiowuxcs
1.1.1. IlporpaMMHas peanu3anus KJIaCCHIECKUX MH(POB 2
Pa3gen 2. Knaccnuyeckasi kpunrorpadus
Tema 2.1. MeToabl KpunTorpagu4ueckoro 3amuTbl HHPOPMAIMHU
Jlexyuu
Jlexmms 2.1. Knaccudukanums OCHOBHBIX METOJIOB KpHUITOrpadudaeckoit 3amuTel. Metomsr | 1
CUMMETPHYHOTO MIU(PPOBAHUS
Jleknust 2.1. IIudpsr 3amensl. [Ipoctas 3amena, MHOTOaI(haBUTHAS TIOJCTAaHOBKA, 1
MPONIOPILMOHANBHBIH MHBP
Jlexums 2.3. Meroasl nepectaHOBKU. TaOuuHas nepecTaHoBKa, MapLIpyTHast 1
nepectaHoBKa. I 'amMmmupoBanue. 'aMMupoBaHie ¢ KOHEYHOW M OECKOHEYHON raMMaMHu
Ipakmuueckue 3anamus
[pakrraeckoe 3amarue 2.1.1. [IppuMeHeHNE KIIACCHYECKIX IU(PPOB 3aMEHEI 1
[Ipaxtrnueckoe 3anarue 2.1.2. IlpuMeHeHne KIIaCCUYECKHX MU(POB MePECTaHOBKH 1
[Ipaktudeckoe 3ansarue 2.1.3. I[lpuMeHeHue MeToga raMMUPOBaHUS 1
CamocmosmenvHas paboma odyuaowuxcs
2.1.1. llporpammHas peanu3anus KIACCHYSCKUX MHUPPOB 2
Tema 2.2. Kpunroananus
Jexyuu
Jlexmmst 2.2.1. OcHoBHBIE MeTOBI KpunToaHanu3a. Kpunrorpaduyeckue aTaxu. 1
Jlexnus 2.2.2. Kpunroradgudeckasi CTOMKOCTb. AOCOTIOTHO CTOMKHE KPUIITOCHCTEMBI. 1
IMpuanumer Kupkxoddea
Jlexmmst 2.2.3. TlepcrieKTHBHBIE HAIIPABICHNUS KPUIITOAHAIN3a, KBAHTOBBINA KpunToaHamms. | 1
Ipaxkmuueckue 3anamus
[MpakTryeckoe 3ansitue 2.2.1. Kpunroananus mudpa npocToi 3aMeHbl METOAOM aHAIN3a 1
YaCTOTHOCTU CHMBOJIOB
[Ipaxtraeckoe 3aaarue 2.2.2. KpunroaHain3 KIacCHYECKUX MIH(POB METOAOM ITOJTHOTO 1

nepebopa KiIrouei




HaumenoBanue Conep:xanue yueO0HOro MaTepuaJa 1 GopMbI OPraHU3ALMH JeATeIbHOCTH O0Bem B
pAa3/esIoB U TeM o0yyarommxcs yacax
[Mpaktuyeckoe 3ansitue 2.2.3. Kpunroananmus mudpa Brxkunepa 2
Camocmosmenvhas paboma o6yuaowuxcs
2.2.1. OnTrMH3aIUsI METOA0B YaCTOTHOTO aHaIM3a MOHOAI(haBUTHBIX MH(POB. 1 2
Tema 2.3. [loTouHble LIM(PHI M TEHEPATOPHI MCEBIOCTYUANHBIX YHCE
Jlexyuu
Jlexuus 2.3.1. OcHOBHBIE IPUHIMITE TOTOYHOTO MK poBanus. [Ipumenenne 1
reneparopos [1CY B kpuntorpaduu
Jlexmust 2.3.2. MeTtoas! NOTy4eHUs NceBAOCTydaiiHbIX nocnenosarensHocteil. JIKT, 1
meron dudonayun, merox BBS.
Ipakmuueckue 3anamus
IIpakTrueckoe 3ansarue 2.3.1. [lpumenenue meronos renepanuu [1CYH 2
Pa3gen 3. CoBpemennas kpunrorpadgus
Tema 3.1. KonupoBanue undopmanun. Komnsrotrepusanus mudposanns.
Jlexyuu
Jlexmms 3.1.1. Komuposanne uapopMmarmu. CUMBOIBHOE KoaupoBaHue. CMBICIOBOE
KoxupoBaHue. Mexanuzamus mudposanus. [IpencraBnenne nHpOpMaIy B JBOUIHOM 1
xoxe. Ta6muma ASCII
Jlexmmst 3.1.2. Kommerotepuzanust mudpoBaHus. ATmapaTHOE W IPOTPaMMHOE
mm¢posanue CTaHAApTU3AIMS IPOTPaMMHO-AIMIIApaTHBIX KPUITOTPA(YUIECKIX CUCTEM 1 1
cpeact. M3ydyeHue COBpeMEHHBIX IPOIPAMMHBIX U alapaTHBIX KPUITOrpapUIeCcKuX
CpencTB
Ilpaxkmuueckue 3anamus
IIpaxtrnueckoe 3anarue 3.1.1. Konupoanue nabopmarmm 2
[paktraeckoe 3ararue 3.1.2. [IporpaMMHas peamu3anus KIaCCHISCKUX MUPPOB 2
[pakrraeckoe 3aasarue 3.1.3.M3ydeHne peann3anuy KIACCHYSCKIX IMU(PPOB 3aMEHBI U 2
nepectaHoBkH B iporpamme CrypTool uim ananore.
CamocmosmenvHas paboma odyuaowuxcs
3.1.1. MeToapl MexaHU3aIMH MIH()POBAHUSI 2
Tema 3.2. CHMMeTpPUYHBIE CHCTeMbI N (POBAHUSA
Jexyuu
Jlexums 3.2.1. O6mme cBeneHus. CTpyKTypHas cxeMa CUMMETPHYHBIX 1
KpHIITOrpau4ecKux CUCTEM
Jlexmmst 3.2.2. OredectBennsie anroputMel Marma u Kysueunk u crangaptst [OCT P
34.12-2015 u 'OCT P 34.13-2015. Cummerpuunsie anroputmbl DES, AES, TOCT 1

28147-89, RC4




HaumenoBanue Conep:xanue yueO0HOro MaTepuaJa 1 GopMbI OPraHU3ALMH JeATeIbHOCTH O0Bem B
pAa3/esIoB U TeM o0yyarommxcs yacax
Ilpakmuueckue 3anamus
IIpaxTryeckoe 3anarue3.2.1. M3yueHue nporpaMMHON peann3alui COBPEMEHHBIX 2
CUMMETPHYHBIX MH(pPOB
Camocmosmenvnas paboma 00yuaowuxcs
3.2.1. AHanm3 COBPEMEHHBIX CHMMETPHYHBIX KPUIITOAITOPUTMOB 1
3.2.2. llndpposoe nmpeacTaBiaeHue pazaIuIHbIX GopM HHGOpManuu 1
Tema 3.3. AcHMMeTpPHYHBbIE CHCTeMbI INM(POBAHUSA
Jlexyuu
Jlexrust 3.3.1. KpunTocucTeMBI ¢ OTKPHITHIM KITFo4oM. HeoOpaTHMOCTh cucTeM. 1
CrpykTypHas cxema mH(pPOBaHNS C OTKPHITHIM KIFOYOM.
Jlexmus 3.3.2. DneMeHTBl TEOPHH YUCET B KPUNTOIPpaQHH ¢ OTKPHITHIM KITIOYOM. 1
Ilpakmuueckue 3anamus
IIpaxtudeckoe 3anarue 3.3.1. I[lpuMeHeHue pa3nUIHbIX aCUMMETPUYHBIX aJITOPUTMOB. 2
[Ipaktudeckoe 3anarue 3.3.2. M3ydeHue nporpaMMHON pean3aliud aCHMMETPUIHOTO 2
anroputMa RSA
Camocmosmenvras paboma oby4aowuxcs
3.3.1. AHamu3 COBpEeMEHHBIX aCHMMETPHYHBIX KPUIITOAITOPUTMOB 1
Tema 3.4. AyreHTUuGUKALNSA JAHHBIX. DJIEKTPOHHAS NOANUCH
Jlexyuu
Jlexmmst 3.4.1. Ayrentudukanusa ganusix. O6ume nonarus. OI1. MAC. 1
OpnHoHampaBIeHHbIE XeUI-(PyHKIH. ATTOPUTMBI IIU(POBOI moamuCcH
Ipaxkmuueckue 3anamus
[pakrraeckoe 3anarue 3.4.1. [IpuMeHeHHe pa3nUIHBIX (GYHKINH XCIIUPOBAHUS, aHAJIH3 2
0COOCHHOCTEH Xeme
[paktraeckoe 3aasarue 3.4.2. [IpumeHeHHe KpUNTOTPAQUUSCKIX aTak Ha Xem-QyHKIUU. | 2
[Ipaxtrueckoe 3aaarue 3.4.3. M3yuerne nporpaMMHO-aNIapaTHEIX CPEICTB, 5
peanu3yronmx ocHoBHbIE QyHKIIH D11
CamocmosmenvHnas paboma 00yuaowuxcs
3.4.1. CpaBHUTENBHBIN aHAIN3 QYHKIIMH XSITUPOBAHUS 1
3.4.2. AyrenTH(UKaIUS COOOIICHIA 1
Tema 3.5. AnropuT™Mbl 06MeHa KJII04eil M IPOTOKOJIbI AyTeHTH(hUKALINH
Jlexyuu
Jlexnus 3.5.1 AnTOpUTMBI pactpe/eNieHns KIo4Yei ¢ MPUMEHEHHEM CHMMETPHYHBIX U 1




HanmenoBanue
pa3aesioB u TeM

Conep:xanue yueO0HOro MaTepuaJa 1 GopMbI OPraHU3ALMH JeATeIbHOCTH
o0yuaommxcs

Oo0bemM B
gacax

acuMMeTpuuHbIX cxeM [Iporokonsl ayrenTiduKkanuy. BzanmHuas aytreHTHUKaLMS.
OIHOCTOPOHHSISI Ay TEHTU(PUKALHS

Hpakmuqecmte 3aHAMUA

[paxrtraeckoe 3ararue 3.5.1. [Ipumenenne npotokona Jnudpu-Xemmmana st ooMeHa
KITI0OYaMH MG POBAHMS.

[paktraeckoe 3aaarue 3.5.2. M3yueHne npuHIAIIOB pabOTHI MPOTOKOIOB
ayTeHTH(UKAIMHU C UCIIOJIb30BaHNEM JOBEPEHHON CTOPOHBI Ha ITPUMEpPE MPOTOKOIIA
Kerberos.

Tema 3.6. Kpunrozamura nagopManun B ceTsX nepeaayu JaHHbIX

Jlexyuu

Jlexmmst 3.6.1. AGoneHTckoe mudpoBanue. [lakeTHoe mudppoBaHue. 3amuTa IEHTPa
reHepanuu kirodei. Kpunromapmpyruzarop. [lakeTHsiit GuibTp

Jlexmms 3.6.2. Kpunrrorpagudeckas 3amuTa 0ecIpoBOIHBIX COCTUHEHUH B CETIX
cra"fapra 802.11 ¢ ucrnoas30BaHUEM NMPOTOKOJIOB

Tema 3.7. 331[[I/IT3 l/IH(l)OpMaIII/lI/[ B JIEKTPOHHBIX IVIATCKHBIX CUCTEMAX

Jlexyuu

Jlexrmst 3.7.1. TlpuHOUTIBL GYHKIHOHUPOBAHUS JIEKTPOHHBIX INTATE)KHBIX CHCTEM.
DNeKTPOHHBIE IUTACTUKOBBIE KapThl. [lepcoHaNBHBIN NICHTU(DUKAMOHHBIH HOMED

Jlexmmst 3.7.2. TlpumeneHne KpUNTorpa@uIecKux MPOTOKOJIOB sl 00ecTieueHs
0€3011aCHOCTH 3JIEKTPOHHON KOMMEpPIINH.

Hpaxmuuecxue 3AHAMUA

IIpaxTrnueckoe 3anarue 3.7.1. [IpuMmeneHue ayTeHTH(OUKALUH 1T0 OJHOPA30BBIM
napoisiM. Peanuszanus anropuTMOB CO34aHHs OJHOPA30BbIX MapoJen

CamocmosmenvHas paboma odyuaowuxcs

3.7.1. 3akOHOIATENHCTBO B 00JIACTH KPUNITOTpaPUISCKON 3alUTH HHPOPMALIUH

Tema 3.8. KomnbloTepnas creranorpagus

Jexyuu

Jlexmmst 3.8.1. CxpeiTas nepegaya nHpOpPMAIUK B KOMIIBIOTEPHBIX cucteMax. IIpobiema
ayTeHTH(UKAIIUN MyJIbTHMEINHHON HHPOpMannH. 3alTa aBTOPCKHUX MPAB.

Jlexmmst 3.8.2. MeToipI KOMIIBIOTEpHOH cTeraHorpadun. L{udpossie BOASHBIE 3HAKH.
Anroputmsl BetpauBanus 1[B3

Hpakmuqecxue 3aHAMUA

[pakTryeckoe 3anstue 3.8.1. O030p U cpaBHUTENBHBIN aHANMN3 cymecTByoniero 110 s
BcTpauBanus LIB3

[IpaxTrueckoe 3araTue 3.8.2. Peanu3anus mpocTeHMX cTeraHorpaduIecKux
ITOPUTMOB




HaumenoBanue Conep:xanue yueO0HOro MaTepuaJa 1 GopMbI OPraHU3ALMH JeATeIbHOCTH Oo6bem B
pAa3/esIoB U TeM o0yyarommxcs yacax

Camocmosmenvras paboma o0y4aouuxcs

3.8.1. [IporpaMmHas peanu3anusi COBpEMEHHBIX KPUIITOAITOPUTMOB 1

3.8.2. IlepcriekTUBHBIC HANPABICHHUS KPUIITOTPaQUH 1
KoHcyabTanumn 6
IIpomexyTouHas atrecTauus B popme I3K3aMeHa 6
Bcezo 120

3 MarepuabHO-TeXHHYECKOE H YUeOHO-MeToAHuecKoe ofecnedenne JUCHHIUITMHBI (MO/TyJIs1)
3.1 CnennajbHble NOMeEIEHHU A5 peaTu3aluy MpPorpaMMbl
Hannuus yueOHOro KabuHeTa «MHPOPMAIUMOHHON 0€30IaCHOCTH, TabopaTopuu HH(POPMAITHOHHBIX TEXHOJOTHIT».
OobopynoBanue yueOHOro kabuHera:
- IOCAJI0YHbIEe MECTa MO KOJIMYECTBY 00yJaroIHXCs;
- paboyee MeCTO IPeToaaBaTelLs;
- KOMIUIEKT y4eOHO-HarTsIHbIX mocoouit « MHpopMannoHHas 6e30MacHOCThY;
- 3JICKTPOHHOE ydeOHOe TTocoOue.
TexHn4eckue cpeacTBa 00ydeHHS:
- KOMITBIOTEP C JIMIIEH3UOHHBIM NPOrPaMMHBIM 00ECHeYeHUEM, MYJIbTUMEAMNHHBIA JUANpPOSKTOp, WHTEPAKTHBHAS
JIOCKa.
3.2 UndopmanmoHHOe obecnieyeHHe peaiu3aliii NPorpaMMbl
3.2.1 OcHOBHas1 TUTEpATYpPa

1. Kazapun, O. B. [IporpaMMHoO-amnmapaTHble CpeICcTBa 3aIUThl HHPOPMAIHH. 3alUTa HPOrPAMMHOTO 00eCICUCHHSI. |
yueOonuk u npaktukym mist CIIO / Kazapunr O. B., 3a6a0ypur A. C.. — Mocksa : FOpaiit, 2021. — 312 ¢. — ISBN 978-5-534-
13221-2. — URL:https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-
obespecheniya-476997. — TekcT : 3IEKTPOHHBIH.

3.2.2. lonoTHUTENbHAS JIUTEPATYpPa

1. babenko, JI. K. Kpunrorpadudeckas 3ammura nHpopMalnuu: CUMMETpHYHOe mnppoBaHue.: yaeOHoe nocodue s
By30B / babenko JI. K., Mmykosa E. A.. — Mocksa : HOpaiit, 2020. — 220 c. — ISBN 978-5-9916- 9244-1. —
URL:https://urait.ru/book/kriptograficheskaya-zaschita-informacii-simmetrichnoe-shifrovanie-452871. - Tekcr
3JIEKTPOHHBIN.

2. BseleHue B TEOPETHUKO-YMCIIOBBIE METO/IbI KpunTorpaduu : yuedbHoe nocodue / M. M. I'nyxos, . A. Kpyrnos, A.
b. Mmuxyp, A. B. Uepemymxkun. — Cankr-IlerepOypr : Jlans, 2022. — 400 c. — ISBN 978-5-8114- 1116-0. — Tekcr :
ANIEKTPOHHBIH // Jlaub : anexTpoHHO-O0ubaroTeunas cucrema. — URL:https://e.lanbook.com/book/210746. — Pexxum nocryma:
IUISL ABTOPH3. TTOJIb30BATEICH.

3. Huxudopora, . @. KpumuHamuctHyeckue HPOOJIEMBl pACCICNOBAHUS TNPECTYIUICHUH, COBEPILCHHBIX C
ucnone30BaHueM Kpunrorpaduueckux Bamrotr / J]. @. Hukudoposa ; FOpuanueckuit akynprer; MUHHCTEPCTBO CENBCKOTO
X03sUCTBA Poccwuiickoii Deneparum. - Kpacuonap : 0.1., 2019. - 79 C. -
URL:http://biblioclub.ru/index.php?page=book_red&id=594174. — TekcT : 3IEKTPOHHBIH.

4. Epwmaxosa, A. 0. Kpunrorpadpudeckne MeTos! 3amuTe HHGOpMaImn : yaeOHO-MeToamaeckoe nocodue / A. 1O.
EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 ¢. — TekcT : 3neKTpoHHBIH // JlaHb : 37IeKTPOHHO-OMOIMOTEUHAS
cucrema. — URL:https://e.lanbook.com/book/176563. — Pexxum gocTyma: Uit aBTOPH3. MOJIb30BATENEH.

3.2.3 MeToanyeckas JuTepaTrypa

1. TIIpodeccroHanIbHBIA LMK : METOAWYECKHE MaTepHaibl Ul 0Oydaromuxcst HarpasieHus noarotoBku 10.02.05
"ObecrieueHne HMHGOPMAMOHHONW 0E€30MacHOCTH  aBTOMAaTH3MpoBaHHBIX cucteM" / Kysbacckuil rocynapcTBEHHBIH
TexHu4Yeckni yHuBepcuter uMm. 1. ®. TopbaueBa ; Kadenpa wundopmanmonHoi Oe3zomacHoctH, cocraBurenu: E. B.
IIpoxonenko, A. B. Menasenes, A. I. Kupenoepr. —  Kemeposo : KysI'TY, 2020. — 290 c. -
URL:http://library.kuzstu.ru/meto.php?n=9964. — TekcT : 3IEKTPOHHBIA.

3.2.4 UnTepHeT pecypcesbl



https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/kriptograficheskaya-zaschita-informacii-simmetrichnoe-shifrovanie-452871
https://urait.ru/book/kriptograficheskaya-zaschita-informacii-simmetrichnoe-shifrovanie-452871
https://e.lanbook.com/book/210746
http://biblioclub.ru/index.php?page=book_red&id=594174
https://e.lanbook.com/book/176563
http://library.kuzstu.ru/meto.php?n=9964

1. BUOC Ky3I'TV:

a) DnekrponHas 6udimorexa Ky3['TY. — Tekcr: anexkrponnslii / HayuHo-TexHnueckas 6ubnanoreka Kyzoacckoro
rOCyTapCTBEHHOTO TEXHUYECKOro yHuBepcureta uM. T. @. ['opbayesa : caiit. — Kemeporo, 2001 —. — URL:
https://elib.kuzstu.ru/ . — Tekct: 3neKTPOHHBIH.

b) [Mopran.Ky3['TY : ApromarnzupoBannas Uudopmanumonnas Cucrema (AUC) : [caiit] / Ky3z0acckuii rocy napcTBeHHBIH
TexHnueckuil yauepcuret uM. T. @. Fopbauesa. — Kemeposo : KysI['TV, [6. r.]. — URL: https://portal.kuzstu.ru/. — Pexxum
JIOCTyHa: AJisl aBTOPHU3. MOJIb30BaTENEH. — TEKCT: AIEKTPOHHBIH.

¢) DnexTporHoe obyuenue : [caiit] / Ky30bacckuii rocymapcTBeHHBIH TexHUUecKuii yHuBepcuteT uM. T. @. ['opbayera. —
Kemeposo : Ky3I['TVY, [6. 1.]. — URL: https://el.kuzstu.ru/ . — Pexxum moctyma: st aBTopus. momb3osareineit Kys['TY. — Tekcr:
3JIEKTPOHHBIH.

2. ®CTIK Poccun : enepanpHas cayx0a 10 TEXHHYECKOMY U KCIIOPTHOMY KOHTPOJIO : OPHIHANBHBIN caiiT / DAY
«'HUNU TIT3U ®CTIK Poccum». — Mocksa, 2004 — . — URL: www.fstec.ru. — TekcT: 31eKTpOHHBIH.

3. SecurityLab.ru : uaHpopMannoHHbI# moptai mo 6e3onacHocTH : caiit. — Mocksa. — URL: https://www.securitylab.ru/ . —
TeKkcT: 211eKTPOHHBIH.

4. lemaptameHT 00pa3zoBaHus Bomoronackoii o6aactu : odunnaibHblii caifit. — Bomorma. — URL: http://depobr.gov35.ru/ . —
TekcT: 211eKTPOHHBIH.

5. BIOMETRICS.RU : Poccuiickuii 6noMeTpudeckuii mopran : caift. — Mockea, 2000 — . — URL: www.biometrics.ru . —
TekcT: 3JIeKTPOHHBIH.

6. InformationSecurity/Uudopmarpionnas 6e3onacHocTs : cailT. — Mocksa. — URL: http://www.itsec.ru. — Tekcr:
3JIEKTPOHHBIH.

7. eLIBRARY.RU : nHayunas 3iektpoHHas 6ubinoreka : caiit. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pexxum
JOCTYyIa: JJI 3apETHCTPHP. MOJb30BaTeIeH. — TEeKCT: SIeKTPOHHBII.

8. TapanrT. py : uH(GOpPMAMOHHO-TIPABOBO MmopTa : caiit. — Mocksa, 1990 — . — URL.: https://www.garant.ru/ . — Tekcr:
3JIEKTPOHHBIN.
9. KoncynprauTli10C : KOMIBIOTEPHAS CIIPABOYHO-TIPABOBAst CHCTEMA : caiiT. — Mocksa, 1992 — . — URL: www.consultant.ru .

— TeKCT: 2JEKTPOHHBIN.
10. EquHoe 0KHO J0CTyIa K 00pa30BaTelbHBIM pecypcaM : nHpopMaIMoHHas ciucrtema : caiit / ®I'AY THUU UTT

«Hubopmukay . — Mocksa, 2005 — . — URL: http://window.edu.ru/ . — Tekct: 3meKTpOHHBIL.
11. Poccwmiickoe oOpa3oBanue. OenepanbHbIil 00pa3oBaTenbHbIH mopTan : caiit / ®I'AOY ATIO LPT'OIT u UT. — Mockga,
2002 — . — URL: www.edu.ru . — TekcT: 3IeKTPOHHBIIA.

4. Opranusanusi CaMOCTOATEJIbHOH PadoThI 00yUYaroMXCS

CamocTosTensHas padoTa 00yJaromuXCs OCYIIECTBIACTCS B 00beMe, YCTAHOBICHHOM B pa3/iesie 2 HaCTOSIIIEH IIPOrpaMMBbl
UCTIATUTHHBL (MOZYIIA).

Jlist caMoCTOsITeNbHOM paboThl 00YYaIOIIMXCS IPELYyCMOTPEHBI CIICIIMaIbHBIE TOMEIIEHNS, OCHAILIEHHBIC KOMITBIOTEPHOI
TEXHHKOH ¢ BOBMOXHOCTBIO MOJIKITIOYEHUsI K UHOOPMALMOHHO-TEIeKOMMYHHUKAIMOHHOI ceTn "UHTepHeT" ¢ obecrieueHreM
JIOCTYTIA B 3JICKTPOHHYO HH(GOPMAIIMOHHO-00pa3oBarenbhyto cpeny Kys['TY.

6. nble cBeieHNs M (MJIM) MaTEePUATIBI

1. O6pa3oBaTeNbHBIN IPOLECC OCYUIECTBISIETCS C UCIIOIb30BaHNUEM KaK TPAIUIIMOHHBIX, TaK U COBPEMEHHBIX HHTEPAKTHBHBIX
TexHosoruil. Ilpn KoHTakTHOH paboTe Mefarorndeckoro paboTHUKA C 00YJAIOUTIMHUCS IPUMEHSIOTCS CIIEIYIOIINE 3JIEMEHTHI
HMHTEPaKTUBHBIX TEXHOJIOTHIA:

- COBMECTHBII pa300p MpoOIeMHBIX CUTYalni;

- COBMECTHOE BBISIBJICHHE ITPUYNHHO-CIICACTBEHHBIX CBSI3€H BEIeH U COOBITHH, MPOUCXOISIINX B TOBCEAHEBHOM KHU3HH, U UX
COITIOCTABJICHUE C yU€OHBIM MaTEPHAIIOM.

2. IlpoBeneHue TPYMITOBBIX U MHAUBHAYAIBHBIX KOHCYJIBTALMH OCYIIECTBIISIETCS] B COOTBETCTBUH C PACIHCAHHEM
KOHCYJIbTAIIMH 110 TeMaM, 3asBJICHHBIM B pabodeill mporpaMMe TUCIUIIIMHBL, B IEPHO OCBOCHHS AUCIUIUIMHEL U TIEpe
MIPOMEKYTOUHON aTTeCTALMEH C yUEeTOM pe3yIbTaTOB TEKYIIETO KOHTPOJIS.
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