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1. O6mas xapakTepucTHKA padodeii MPOrpaMMbl AMCHUTIIMHBI

1.1 MecTO AUCHMILIHHBI B CTPYKTYPe OCHOBHOM 00pa30BaTe1bHOI IPOrpaMMbI

VYuebnas aucumiuinHa «IIporpaMMHbIe ¥ MPOrpaMMHO-aNNapaTHBIE CPEICTBA 3alIUTHl HHOOPMALUI) SBIIETCS 00s13aTeIIbHOM
4acThi0 NPO(eCCHOHANIFHOTO LIUKJIA OCHOBHOM 00pa3oBaTeIbHOM nporpaMmMsl B cootBercTBuH ¢ PI'OC mo cnennanbHOCTH
10.02.05 «Ob6ecneuenue nHGOPMAIIMOHHOM OE30MACHOCTH ABTOMATH3HPOBAHHBIX CUCTEM.

Vuebnas aucimmHa «IIporpaMMHbIE ¥ IPOrpaMMHO-aNNapaTHRIE CPEICTBA 3ALIUTHI HH(YOPMALI) 00ecIIeunBacT
(dopmupoBanne MPohecCHOHATBHBIX U 00muX KomireTeHIni B cootBeTcTBUN ¢ PI'OC 1o cnenmansnocta 10.02.05
«O6ecrieuenre nHHOPMAITMOHHOHN 0€30MTaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

1.2 Ile1b ¥ NUIAHUPYEMble Pe3yJIbTAThl 0CBOEHHs JUCHHMILINHBI, COOTHECEHHbIE C JIAHUPYEMbIMHU pe3yJbTaTaMu
O0CBOEHHUSI 00pa3oBaTe/bHOI MPOrpaMMbl

OcBoeHNE TUCTIUIUIMHBI HATIPABICHO Ha (POPMUPOBAHHE:

00IIMX KOMIETEHINH:

OK 01. Berbupats crioco0sl perreHus 3a1a4 mpopecCnoHaIbHOM NesITeIbHOCTH, TPUMEHUTENFHO K Pa3TNIHBIM KOHTEKCTAaM.
3HaTh: aKTyaJbHBII IPO(ECCHOHAIBHBIN U COLMAIBHBIA KOHTEKCT, B KOTOPOM MPUXOIUTCS pabOTaTh M )KUTh; OCHOBHBIC
HCTOYHUKH HH(POPMALIMH U PECYPCHI U peLIeHHs 3a4a4 U PoOJIeM B IPO(HECCHOHATHHOM H/MIIH COLUAaIbHOM KOHTEKCTE;
YMeTh: pacno3HaBaTh 3aa4y W/ Wi npodiieMy B Ipo(ecCHOHAILHOM H/HIIU COLMAaIbHOM KOHTEKCTE;

OK 02. OcymiecTBIATh OUCK, aHAIM3 W HHTEPIIPETANIO HH(pOpMaIiy, He0OXOIMMOH [T BEITIOTHEHHS 3a1a4
npo(hecCHOHATBHON IEITEIBHOCTH.

3HaTh: HOMEHKJIATYpy HH()OPMAIIMOHHBIX HCTOYHUKOB MIPUMEHSEMBIX B IPO(YECCHOHATBEHOM AESTEIbHOCTH; IPHEMBI
CTPYKTYpHpOBaHHs HHPopManun; GopMaT 0HOpPMICHHS Pe3yIbTaTOB IIOMCKa HHPOPMALIUH;

VYMeTb: OnpeaeNiTh 3a1ady HoKcKa HHGOPMAIHK; ONpeelsITh HE0OX0 UMbl HCTOYHUKH HH(POPMALNH; INIAHUPOBATh
MpoLecC NOUCKA; CTPYKTYPUPOBATH MOyYaeMyl0 HH(POPMAIHIO; BBIACIATH HauboJjiee 3HaYMMoe B IepedHe nHPOpMalny;
OLIEHHMBATh MPAKTHYECKYIO 3HAYNMOCTD PE3yJIbTaTOB MIOUCKA; O(OPMIIATH PE3YJIbTaThl IOUCKA;

OK 03. [InanupoBaTh 1 peaTn30BBIBATE COOCTBEHHOE NMPOPECCHOHATBHOE 1 TNIHOCTHOE PA3BHUTHE.
3HaTh: BO3MOKHBIE TPACKTOPHH NPO(HECCHOHAIBHOTO PA3BUTHS M CaMOOOPa30BaHHS;
YMeTh: BEICTpauBaTh TPACKTOPUH MPO(ECCHOHAIBFHOTO U INYHOCTHOTO Pa3BUTHS;

OK 04. PaboTath B KOJUIEKTHBE ¥ KOMaH e, 3)PEeKTUBHO B3aUMOACHCTBOBATh C KOJUIETaMH, PYKOBOACTBOM, KJIMEHTAMH.
3HaTh: CHXOJOTHIO KOJUICKTHBA; ICHXOJIOTUIO JIMYHOCTH;
VYMeTb: OpraHu30BEIBAaTE pabOTy KOJUICKTHBA M KOMaH/bL; B3aHMOACIHCTBOBATH C KOJUIETaMH, PYKOBOJACTBOM, KIIUCHTAMH;

OK 09. Ucnonk3oBaTh HHPOPMAIIMOHHBIE TEXHOJIOTUH B MPO(ECCHOHATILHOM AEATEIHLHOCTH.

3HaTh: COBPEMEHHBIE CPEICTBA U YCTPOHUCTBA MHPOPMATH3AMH; TTIOPSAA0K UX MPUMEHEHHS] U IPOrpaMMHOE 00ecIiedeHue B
po¢heCCUOHATBHOM NeSTeIbHOCTH;

VMeTb: MPUMEHSTh CPEACTBA HH(YOPMALIMOHHBIX TEXHOJOTHI TS pelieH s Npo(ecCHOHaIbHBIX 3a1a4; UCIOIb30BaTh
COBPEMEHHOE MPOrpaMMHOE 00eCIIeUeHHE;

OK 10. [Tonmp30Bathcs MpodeccHoHaNBHON JOKyMEHTAIMel Ha TOCYJapCTBEHHOM M HHOCTPAHHOM SI3BIKE.

3HaTh: paBHiIa MOCTPOSHHUS IPOCTHIX U CIIOXKHBIX MPEAJIOKEHHH Ha TPO(ECCHOHAIbHBIE TEMbI; OCHOBHBIC
001IeynoTpeduTeNbHbIC TIaroiisl (ObITOBast U MPo(ecCHOHATbHAS JICKCHKA); TeKCHYSCKHI MUHUMYM, OTHOCSIIIMUACS K
OIMCAHUIO MPEAMETOB, CPEACTB U MPOLECCOB NPO(HECCHOHATBHOM AEATEIBHOCTH; 0COOCHHOCTH MPOU3HOLICHUS; IPaBHiIa
YTEHHS TEKCTOB MPO(ECCUOHATBLHON HAMTPABICHHOCTH;

YMeTh: MOHUMATH OOIIUT CMBICIT YETKO MTPOM3HECEHHBIX BHICKA3bIBAHUI HA U3BECTHBIE TEMBI (TIPO(ECCHOHATIBHBIE U
OBITOBBIE), MOHUMATH TEKCThI Ha 6a30BbIe MPO(ECCHOHANBHBIE TEMbI, yYaCTBOBATH B JIUANIOraX HA 3HAKOMBIE O0IIHE 1
podeCCHOHAILHBIE TEMBI; CTPOUTH IPOCTHIE BBICKA3bIBaHUS O ce0Oe U 0 CBOeH MPOopeCcCHOHATIBHON e TENbHOCTH; KPATKO
000CHOBBIBATh U 0OBSICHUTH CBOM JACHCTBUS (TEKYILUE U IJIAHUPYEMBbIE); MIUCATH MPOCTHIE CBSI3HBIC COOOICHHUS HA 3HAKOMBIE
W UHTEPECYIoNIre NPophecCUOHATIBHBIC TEMBI;

HpO(I)eCCI/IOHaJ'ILHBIX KOMHCTGHHHﬁZ

ITK 2.1. Ocy1iecTBiIaTh YCTAaHOBKY U HACTPOMKY OTIENbHBIX IPOrPaMMHBIX, TPOTPAMMHO-AMIIAPATHBIX CPEJICTB 3aIUTHI
nHpopmanum.

3HaTh: 0COOEHHOCTH M CIIOCOOBI MPUMEHEHHUS IIPOrPaMMHBIX M IPOTPaMMHO-ANINapaTHBIX CPEICTB 3alIUThl HHPOPMAIIH, B
TOM 4HCJIIe, B ONIEPALMOHHBIX CUCTEMax, KOMITBIOTEPHBIX CETAX, 0a3aX JAaHHBIX; YMETh: yCTaHABIMBATh, HACTPAUBATh,
MIPUMEHSTH IPOrpaMMHBIE U IIPOrPaMMHO-aIIapaTHbIe CPECTBa 3aUTH HHPOopMaIyu; FIMeTh TpakTHYeCKUi OMBIT:
YCTAHOBKH, HACTPOWKH IIPOrPaMMHBIX CPEJICTB 3aIUTHl HH(POpMaluK B aBTOMAaTH3UPOBAaHHOMN CHUCTEME;

1K 2.2. ObecnieunBaTh 3aIMTY HHGOPMAIMU B aBTOMATU3MPOBAHHBIX CUCTEMAaxX OT/JEJbHBIMU IIPOTPaAMMHBIMH, ITPOTPAMMHO-
anmapaTHbIMU CPEACTBaMU.

3HaTh: 0COOEHHOCTH ¥ CIIOCOOBI MPUMEHEHHUS IIPOrPaMMHBIX M IPOTPaMMHO-AIINAPaTHRIX CPEJCTB 3allUThl HHHOPMALIH B
OTIEPAIIMOHHBIX CHCTEMaX; 0COOCHHOCTH ¥ CIIOCOOBI MPUMEHEHHMS IIPOrPaMMHBIX M IPOTPaMMHO-aNIIapaTHBIX CPEJCTB
3aIIUTHl HHPOPMAIMU B KOMITBIOTEPHBIX CETAX, 0a3aX JaHHbBIX; YMETh: YCTaHAaBIMBATh U HACTPAUBATh CPE/ICTBA
QHTUBUPYCHOH 3aIUTHl B COOTBETCTBUH C IIPEABSIBISIEMBIMHA TPEOOBAHHUSMHY; yCTaHABINBATh, HACTPAUBATh, IPUMEHSTh
MIPOTpaMMHBIE U IPOTPaMMHO-AMIIAPaTHBIE CPEICTBA 3aUTUTHI HHpopMannu; VIMeTs MpaKTHYECKUH ONBIT: 00eceueHHs
3aIIUTHl AaBTOHOMHBIX aBTOMATH3UPOBAHHBIX CUCTEM IPOTPAMMHBIMHU U IPOTPaMMHO-aNIapaTHEIMKA CPEACTBAMH;
HCTIOJIB30BaHUs TPOrPAMMHBIX U TPOTPaMMHO-AMIIAPaTHBIX CPEACTB IS 3aIIUTH HH()OPMAITIH B CETH;



1K 2.3. OcymiecTBiaTh TeCTUpOBaHUE (QYHKIMIA OTACIBHBIX IPOIrPaMMHBIX U IIPOTPaMMHO-aNIIapaTHBIX CPEJCTB 3alUTHI
nHPOPMALINH.

3HaTh: METOBI TECTHPOBAHUS (PYHKIMH OTIENBHBIX IPOTPAMMHBIX U IIPOIPAMMHO-AMIIAPAaTHBIX CPEICTB 3alIHUThI
nHpOpMaINH; YMETh: THATHOCTHPOBATH, YCTPAHITH OTKA3bI, 00ecreunBaTh paboTOCTIOCOOHOCTh U TECTHPOBATH PYHKITUH
POrpaMMHO-aIIapaTHBIX CPEICTB 3aIMUTHI HHpopMaryy; VIMeTh NpakTHYECKUH ONBIT: TECTUPOBAHUS (HYHKLIHUH,
JIUATHOCTHKH, YCTPAHEHHS OTKA30B M BOCCTAHOBIICHHS pa00TOCIIOCOOHOCTH MPOrPaMMHBIX M IIPOrPaMMHO-aIIapaTHBIX
CpPEICTB 3aUThl HHPOPMALUH;

[IK 2.4. OcymecTBiaTs 00paboTKy, XpaHEHHE U Tiepeady HH(pOpMaIiy OrpaHnIeHHOTO JOCTYIIA.

3HaTh: 0COOCHHOCTH U CIIOCOOBI IPUMEHEHHS TPOTrPaMMHBIX U IPOrPaMMHO-ANIIAPaTHEIX CPEACTB 3alUThl HHHOPMALUH, B
TOM YHCIIe, B ONICPAllMOHHBIX CHCTEMaX, KOMIIBIOTEPHBIX CETsX, 0a3ax JaHHbIX; 0COOEHHOCTH M CIIOCOOBI IPHUMEHEHHS
HPOrPaMMHBIX ¥ IPOIPAMMHO-AIIIIAPATHBIX CPEICTB 3AIIUTHl HHPOPMAIMU B KOMIIBIOTEPHBIX CETSX, 0a3ax TaHHBIX; THIOBBIC
MOJIEIH YIPABJICHUS JOCTYIIOM, CPEACTB, METOJIOB M IIPOTOKOJIOB HACHTU(GHKAINY U ay TeHTH(HUKAIINI; OCHOBHBIC TOHATHUS
KpHIITOrpaduy ¥ TUIOBBIX KPUIITOrpa(UUecKX METOMOB U CPEJICTB 3aIUTHl HH(pOpManuy; YMeTh: NPUMEHSITh IPOTrPaMMHBIE
U MIPOTpaMMHO-aIIapaTHRIE CPEICTBA JJIsL 3alUTHl HHPOpMaIMK B 6a3axX JaHHBIX; IIPOBEPSTH BHIIIOJIHEHHE TPEOOBAHHUN 110
3amuTe UHGOPMALMK OT HECAHKLIIMOHUPOBAHHOTO IOCTYIIA [IPU aTTECTalluK 00bEKTOB HHYOPMATH3ALUH 10 TPEOOBAHUIM
0e30macHOCTH HHPOPMAIIMHU; TPUMEHATh MAaTEMATHUECKHUI ammapar AJis BHINOJIHEHUs KpunTorpaduieckux npeoOpa3oBaHuii;
HCIOJIb30BaTh TUIIOBLIC IPOTrPaMMHBIC KpI/IHTOI'pa(bI/ILIeCKI/IC Cp€aCTBa, B TOM YHUCJIC DJICKTPOHHYIO IMOAIIUCEH, Nmeth
MPaKTHYECKUI OMBIT: pemenus 3anad 3amursl oT HCJl k nHdopManuu orpaHu4eHHOT0 JOCTYIa ¢ HOMOIIBIO IIPOrPaMMHBIX U
NPOrPaMMHO-aIMIapaTHBIX CPEICTB 3aIUTHl HHPOPMALMH; TPUMEHEHHS 3JIEKTPOHHON IOIINCH; TPUMEHEHHUS] CHMMETPHYHBIX
U aCHMMETPHYHBIX KPUIITOIpapHISCKUX AITOPUTMOB; UCIIOJIB30BAHUS CPEACTB IH(POBAHKS TAHHBIX;

I1K 2.5. Yanuroxkats HHGOPMAIHIO U HOCUTENN HH(POPMAIMHK C UCTIOIb30BAaHHEM ITPOTPAMMHBIX M IIPOrPAMMHO -alNapaTHBIX
CpPEeACTB.

3HaTh: 0COOCHHOCTH ¥ CIIOCOOBI IPUMEHECHHUS IPOrPaMMHBIX CPEJICTB M TAPAHTHPOBAHHOTO YHHUTOKCHNS HH(POPMAIHH;
0COOCHHOCTH ¥ CHIOCOOBI MPUMEHEHHS aNllapaTHBIX CPEACTB FrapaHTUPOBAHHOTO YHUUTOXKEHHU HH()OPMALIUK; Y METh:
MIPUMEHATH CPEICTBA TaPAaHTHPOBAHHOTO YHHITOKEHNS HH(GOPMAINHY; BEIOMPATh CPEICTBA TAPAHTHPOBAHHOTO YHHITOKCHHUS
nadopmanny; ViMeTs NpakTHUECKUH ONBIT: yuéTa, 00pab0oTKH, HHPOPMAIHH, 11 KOTOPOH YCTAHOBICH PEXUM
KOH()MACHIIMAIILHOCTH; XPaHEHUS U Nepeaadr HHYOPMALIIH, U1 KOTOPOI yCTAaHOBIICH PEXXNUM KOH(PHUICHIINATbHOCTH;

1K 2.6. OcyImmecTBIATh PETUCTPALIMIO OCHOBHBIX COOBITHH B aBTOMAaTH3UPOBaHHBIX (MH(GOPMAIIOHHBIX) CUCTEMAX, B TOM
YHCIIE C UCTIOIb30BAaHUEM MIPOTPAMMHBIX M IIPOrPaMMHO-aNMapaTHbIX CPEACTB 00HAPYKEHHS, IPEYNPEKICHUS 1
JIMKBUAALUY NTOCIEACTBUI KOMIBIOTEPHBIX aTaK.

3HaTh: THIIOBBIE CPEJICTBA 1 METO/IBI BEJICHUS ayINTa, CPEACTB M CIIOCOOO0B 3aIINUTH HHPOPMAIIMHU B JOKAJIBHBIX
BBIUUCIIUTENBHBIX CETSIX, CPEJCTB 3aLUTHI OT HECAHKIIMOHUPOBAHHOIO I0CTYNa; YMETh: yCTaHABIUBATh, HACTPAUBaTh,
MIPUMEHSATH IPOrPaMMHBIE U IIPOTPaMMHO-aIIapaTHbIE CPEJCTBA 3aAINTH HH(OPMAIMH; OCYIIECTBIISITE MOHUTOPHHT U
perucTpalIuio CBeIeHU, HEOOXOAMMBIX JUIS 3aIUThl 00bEKTOB HH()OPMATH3ALINH, B TOM YHCIIE C UCIIOIB30BAHUEM
IIPOTPaAMMHBIX M IIPOTPAMMHO-AMNIAPATHEIX CPEACTB OOHAPYKEHHUS, IPEIYyNPEKICHNS U TUKBUAAIIUH [TOCIIEICTBUH
KOMITBIOTEPHBIX aTak; ViIMeTh MpakTHUeCKUH ONBIT: PadOTHI C MOJACKHCTEMaMH PETHCTPALMU COOBITHI; BBISIBIICHUS! COOBITHI U
HHIUJICHTOB 0€301MacHOCTH B aBTOMAaTU3MPOBAaHHOM cHUCTEME;

B pe3yiabTaTe 0CBOEHUsI THCHUILIHHBI 00yYAIONIHIACS B 001IeM MO AUCHUTLUINHE J0JLKEH

3HaTh:

- aKTyaJIbHBIN MPO(ECCHOHATBHBIN U COIUANTLHBINA KOHTEKCT, B KOTOPOM MPHUXOUTCS pab0TaTh U KUTh, OCHOBHBIC HCTOYHHUKH
HH(POPMALIUU U PECYPCHI IS PEIICHHS 3a1a4 U IPo0JieM B MPOGhECCHOHATBHOM H/MJIHA COITHAILHOM KOHTEKCTE;

- HOMEHKJIATYpY HUH(GOPMAIIMOHHBIX HCTOYHHKOB MPUMEHIEMbIX B IPO(ECCHOHATBLHON JAEATSIIbHOCTH; IPHUEMBI
CTPYKTypHupoBaHUs uHpopMarmu; popmat opopMIICHHUS pe3yIbTaToOB MOMCKAa HHPOPMALIUY;

- BO3MOJKHBIE TPACKTOPUH MPO(PECCHOHATFHOTO Pa3BUTHUS H CaMO00pa30BaHuUs;

- IICUXOJIOTHIO KOJUICKTHBA; ICUXOJIOTHIO INYHOCTH;

- COBPEMEHHEBIE CPEJICTBA ¥ YCTPOUCTBA HHPOPMATH3ALNH; TOPSIOK UX IPUMCHEHHUS U IPOrPaMMHOE 00ECIICUCHHE B

PO ECCHOHATBHOM NEeTETbHOCTH;

- MpaBHJIa MOCTPOCHHS MPOCTHIX U CIOKHBIX MPEAI0KESHUN Ha IPOPECCHOHAIBHBIE TEMbI; OCHOBHBIC OOIIEYTOTPEOUTEILHBIC
riaroJisl (ObITOBas M MPO(ECCHOHANIBHAS JIEKCHUKA); JICKCHUSCKUI MUHUMYM, OTHOCSIIITHICS K OTIMCAHMIO [TPEIMETOB, CPEACTB
U TPOLIECCOB PO(PECCHOHANBHOM ASITEIBHOCTH; OCOOCHHOCTH IPOM3HOIICHHUS; MPABIJIa YTCHHUS TEKCTOB MPO(ECCHOHAIBHON
HaMPaBJICHHOCTH;

- 0COOCHHOCTH M CIIOCOOBI IIPUMEHEHUS MPOrPAMMHBIX U MPOrPAMMHO-AMMAPATHRIX CPEICTB 3aLIUThI HHGOPMAIIUH, B TOM
4KCJIe, B ONMEPAIHOHHBIX CHCTEMaX, KOMITBIOTEPHBIX CETAX, 0a3ax MTaHHBIX;

- 0COOCHHOCTH H CIIOCOOBI IPUMEHEHUS IMPOTPAMMHBIX U MPOrPaMMHO-AIIaPaTHBIX CPEICTB 3alIUTH HHPOPMAIIAU B
OTIEPAIMOHHBIX CHCTEMAaX; OCOOCHHOCTH M CIIOCOOBI MPUMEHEHHS IPOTPAMMHBIX U IIPOTPAMMHO-AIIAPATHBIX CPEICTB
3alIUTHl THPOPMALIUU B KOMITBIOTEPHBIX CETSIX, 0a3aX JaHHBIX;



- METOJIbI TECTUPOBAHUS (PYHKIUH OTICIBHBIX MPOrPAMMHBIX U IPOrPaMMHO-AMNITAPATHBIX CPEICTB 3aIUTH HH)OPMAIIHUH;

- 0COOCHHOCTH M CIIOCOOBI IPUMEHEHUS MPOTPAMMHBIX U MPOrPaMMHO-ANNAPATHBIX CPEICTB 3alIUThI HHGOPMAIIAHU, B TOM
4ucIe, B ONMCPAIMOHHBIX CUCTEMaX, KOMITBIOTEPHBIX CETIX, 0a3aX JAHHBIX; OCOOCHHOCTU M CIIOCOOBI IPUMEHECHUS
MPOTPAaMMHBIX M MPOTPAMMHO-aIAPATHRIX CPEICTB 3aIUTHI HH()OPMAIK B KOMITBIOTEPHBIX CETAX, 0a3aX TaHHBIX; THIIOBBIC
MOJICJIY YIIPABIICHHS JOCTYIIOM, CPEJICTB, METOIOB M MMPOTOKOJIOB HACHTU(DUKAIIMH U Ay TCHTU(DUKAIIMN; OCHOBHBIC TOHSATHUS
KpUNTOTpaduu ¥ TUIOBHIX KPUNITOTPAPUIECKAX METOAOB M CPEIICTB 3aLIUTHI HH(POPMAIINH;

- 0COOCHHOCTH U CIIOCOOBI IPUMEHEHHS IIPOTPaMMHBIX CPEACTB U TapaHTHPOBAHHOTO YHUUTOKEHHUS HHPOPMALINH;
0COOEHHOCTH U CTIOCOOBI IPUMEHEHUS allMapaTHBIX CPEICTB TAPAHTUPOBAHHOTO YHHUYTOXCHUS HH(DOPMAITHH;

- TUTIOBBIE CPEZICTBA M METOIBI BEICHUS ayAUTa, CPEICTB U CIIOCOOOB 3aIIUTH HH(POPMAITUH B JTOKATHHBIX BEIYHCIHTEIHHBIX
CeTSIX, CPENICTB 3aIIUTHI OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

VYMmeTs:

- pacmo3HaBath 3a7a4yy U/UIu MpodsieMy B IPOPECCHOHATBHOM W/UITU COIMATbHOM KOHTCKCTE;

- OIpeAeISITh 33Ja4H MOUCKA HHPOPMALIUH; ONPEACISATh HCOOX0AUMBIC HCTOYHUKH WH(GOPMAIINH; TUIAHUPOBATH MPOIECC
MOWCKA; CTPYKTYPUPOBATh MOTydacMyto HH()OPMAIIHIO; BEIICIATh HAanOOJIee 3HAUMMOE B TIepEYHE HH(DOPMAIIK; OIICHUBATH
MPAKTUICCKYIO 3HAUUMOCTh PE3yJIbTATOB MOUCKA; OPOPMIISTH PE3yIIbTATHI TIOUCKA,;

- BBICTPAMBATh TPACKTOPHUHU MPO(PECCHOHATLHOTO U IUYHOCTHOTO Pa3BHUTHS;

- OpraHU30BBIBATH PA0OTY KOJUICKTHUBA M KOMAH/Ibl; B3AUMOJICHCTBOBATH C KOJUICTaMH, PYKOBOJICTBOM, KITHCHTAMU;

- IPAMEHSATH CPECTBa HHPOPMAINOHHBIX TEXHOJIOTHH [T penieHns Ipo(eCcCHOHANBHBIX 33/1a9; HCTI0IB30BaTh COBPEMEHHOE
MporpaMMHOE 00eCTICUCHHE;

- IOHAMATh OO CMBICI YeTKO MPON3HECEHHBIX BHICKA3bIBAHUI Ha M3BECTHBIC TEMHI (IIPO(peCCHOHANBHEIC U OBITOBEIC),
MTOHUMATh TEKCTHI Ha 6a30BBIC POQECCHOHANBHBIC TEMbI, YIaCTBOBATh B TUANIOTaX Ha 3HAKOMBIE O0IIIE U
po¢eCCHOHATBHEBIC TEMBI; CTPOUTH IIPOCTHIE BRICKA3bIBaHUS O ceOe U 0 CBOCH MPO(eCcCHOHAIEHON ACATEIEHOCTH; KPATKO
000CHOBBIBaTh M O0BSICHUTH CBOM JICHCTBUSA (TEKYIUE U TUIAHKPYEMbIC); MMACATh MIPOCTHIC CBS3HBIC COOOIICHHUS Ha 3HAKOMBIC
WA UHTEPECYoIUe MPO(HECCHOHATBHBIC TEMBI;

- YCTaHABJIMBATh, HACTPAMBATh, IPUMEHATH MPOrPAMMHBIC U MPOTPaMMHO-AIIAPATHBIC CPEACTBA 3AIUTH HH()OPMAITHH;

- YCTaHaBJIMBATh U HACTPAUBATh CPEJICTBA AHTUBUPYCHOM 3aIIUTHI B COOTBETCTBUHU C TIPEBIBISIEMBIMU TPEOOBAHUSIMU;
yCTaHaBJINBATh, HACTPAUBATh, IPUMEHATH MPOIPAMMHBIC U MPOTPAMMHO-AMIAPATHBIC CPEACTBA 3AIUTH HH()OPMAIHH;

- TUarHOCTHPOBATh, YCTPAHATh OTKA3bl, 00ECIICUNBATh PAOOTOCIIOCOOHOCT M TECTUPOBATh (PYHKITHH [IPOTPAMMHO-
ammapaTHBIX CPEACTB 3aIIUTH HHPOpMAIUH;

- IPAMEHSATH MIPOTPaAMMHEIE U IIPOTPaMMHO-aMIapaTHbIC CPEACTBA IS 3alIUTH HHpOpManHuy B 0a3aX JaHHBIX; IIPOBEPSTH
BEITIOJTHEHHE TPEOOBAHUM 110 3amuTe HHOOPMAIH 0T HECAHKIIMOHUPOBAHHOTO TOCTYTIA IIPU aTTECTAIIUH O0BEKTOB
HHPOPMATH3AINH [0 TPEOOBAHUAM 0€30MACHOCTH HHPOPMALINH; IPUMEHATh MaTEMaTHICCKHUHN armapart A BEITIOTHEHUS
KpUNTOrpagUIecKux Mpeodpa3oBaHUii; HCIIOIB30BATh THIIOBBIC TIPOTPaMMHBIC KPUITOTpapIecKUe CPECTBA, B TOM YHCIIE
ANEKTPOHHYIO TOIHCE;

- IPUMEHSTh CPEJICTBA TAPAHTUPOBAHHOTO YHHUTOXKCHUST HH(POPMAIIUH; BEIOUPATH CPEICTBA TAPAHTHPOBAHHOTO YHUYTOKEHUS
nHpopmanny;

- YCTaHABJINBATh, HACTPAMBATh, IPUMEHAThH MPOrPAMMHBIC U MPOTrPAMMHO-AIIAPATHBIC CPEACTBA 3AIMUTH HH()OPMAIHH;
OCYIIECTBIIATh MOHUTOPHUHT M PETHCTPAIINIO CBEICHUH, HEOOXOANMBIX IS 3aIIUThl 00BEKTOB MHPOPMATH3AIINH, B TOM YUCIIE
C UCTIONIb30BAaHUEM TMPOTPAMMHBIX M IMTPOTPAMMHO-AMNMAPATHBIX CPEJCTB OOHAPYKEHUS, PEIYNPEKICHUS U TUKBUIALUN
MIOCIIEZICTBUI KOMITBIOTEPHBIX aTaK;

NMeTp npakTHYECKUNA OMBIT:

- YCTaHOBKH, HACTPOHKHU MPOTPaMMHBIX CPEJCTB 3alIUTHI HHPOPMAIIUU B aBTOMAaTH3UPOBAHHOW CUCTEME;

- oOecrieueHHs 3alIUTH aBTOHOMHBIX aBTOMAaTH3APOBAHHBIX CHCTEM IPOTPaMMHBIMH U TIPOTPAMMHO -aIMapaTHEIMH
CpEICTBaMU; MCIIOJIF30BAHHS IIPOTPAMMHBIX M IPOTPAMMHO-AITAPATHBIX CPEICTB IS 3aIIUTH HH(POPMAIIUHU B CETH;

- TECTHPOBaHUs (DYHKINHA, TUATHOCTUKH, YCTPAHCHUS OTKA30B M BOCCTAHOBJICHUS paOOTOCIIOCOOHOCTH MPOTPAMMHBIX U
[IPOrPaMMHO-AIIAPATHBIX CPEICTB 3aAIIUTH HH)OPMAIHH;

- pemenus 3a7a4 3amuthl oT HCJI k nH(GOpMAIIUK OrPaHUYSHHOTO JOCTYIIA C IOMOIIBIO MPOrPAMMHBIX U MPOrPAMMHO-
amnmapaTHbIX CPEICTB 3AIMUTHI HH()OPMAIHK, TPUMEHEHHUS JICKTPOHHOH MTOIMUCH; IPUMEHEHUS CHMMETPUYHBIX U
ACHMMETPHYHBIX KPUNTOTPAQUIECKUX aJITOPUTMOB; UCTIONB30BAHMS CPEACTB MU(MPOBAHUS JaHHBIX;

- yu€ra, 06paboTku, nHGOopMamH, A1 KOTOPOH YCTAHOBJICH PEKUM KOH(QUIESHITMAILHOCTH; XpaHESHHUS U TIepeaadn
nH(pOpPMAIINH, IJIs1 KOTOPOH YCTaHOBJIEH PEKUM KOH(MUACHIIMATHLHOCTH;

- pabOTHI C OJCHCTEMAaMH PETHCTPAIIUH COOBITHIA; BBISIBICHUS COOBITHI M HHIUICHTOB 0€30I1aCHOCTH B aBTOMATU3UPOBAHHOM
CHCTEME;

2. CTpyKTYypa U coiep:KaHue JMCIUILINHbI

2.1 O0beM AMCUMIJIMHBI M BU/IbI Y4eOHOMH padoThl

| KoJuuuyecTBO 4acoB

®opma 00yueHust | oo || 3P || 03®

|Kypc 2 / Cemectp 4 ” H ||

|061>eM JHCHHUILTAHBI || 114 || “

| B TOM uncre:|| | |

|ﬂekuuu, YpoKu H 46 H “




| KoauyecTBO 4acoB

®opma 00yqeHUsI |

|

o | 30 || o030 |
|ﬂa6opam0pnbze pabomvi “ || “ |
|npa1<muqec1<ue 3auAmus “ o4 || “ |
|KOHcyﬂLTaHI/II/I | | | | | | |
|CaMOCT05ITCJIBHa§I pabota “ 14 || “ |
|Hp0Me>1<yTquaa aTTeCTalus || || ” |
|I/IH)mBm[yanLHoe MIPOEKTHPOBAHUE “ || “ |
|(I)0pma NMPOMEKYTOYHOM aTTeCTAllNU || H ” |
|Kypc 3/ Cemectp 5 ” H H |
|06']>6M JAMCHHUILIMHBI “ 162 || “ |
| B TOM uncre:|| | | |
|fzem;uu, YpOKU “ 38 || “ |
|Jza6opamopﬂbze pabomol || || ” |
|npa1<muqecz<ue 3aHAMUA “ 60 || “ |
|1<ypcoeoe NnpOeKmuposatue || 30 || ” |
|KOHCyJ‘II>TaIlI/II/I || 10 | | H |
|CaMOCTO$IT€J'IBHaiI pabora “ 24 || “ |
|Hp0Me>KyTquaa aTTecTalys || H ” |
|I/IHI[I/IBI/I,I[yaJ'ILHO€ MIPOCKTHPOBAHNE “ || “ |
|<I)opMa NPOMEKYTOYHOM aTTeCTANMH || KII || || |
2.2 TemaTH4eCKUI IJIaH U cOfAePKAHUE AU CUMILIMHBI
HaumeHoBaHue Copep:xaHue yueOHOro MaTepuaJa u GopMbI OPraHU3aALMH JeATeIbHOCTH O0beM B
[pa3/esioB M TeM o0yuarommxcs yacax

4 cemecTp

Paznen 1. OcHOBHBIE MPUHIMIIBI TPOTPAMMHOM U IIPOTPaMMHO-AIIIAPATHOH 33N TH HH(OPMAIN

Tewma 1.1. [Ipenmer u

3aJ1a4M IPOrpaMMHO-aIIapaTHON 3aIUThl HH)OPMALIH

Ulekmun

Ulexuusa 1.1.1 [Ipeamer u 3agaun nporpaMMHO-annapaTHON 3alUThI

mHpopManuu. OCHOBHBIC MOHSATHS IPOrPAMMHO-ANAPATHOMN 3aIUTHI

nHpopmanuu. Kinaccudukanus METOI0B U CPECTB POrPAMMHO-AIIAPATHOMN 3aIHUThI
mH}opmanum

Tema 1.2. Crangaptsl

0€e30IacHOCTH

Ulekmun

Ulexrmst 1.2.1. HopMaTHBHBIE TpaBOBbIE aKThl, HOPMAaTHBHbBIE METOJUUECKUE JOKYMEHTHI, B
COCTaB KOTOPBIX BXOJAT TPEOOBAaHUS M PEKOMEHAALUH 110 3aluTe HHPOpMaIUU
[IPOrpaMMHBIMH M ITPOTPaMMHO-aIapaTHBIMK cpeacTBaMu. [Ipodunn 3amuTst
[IPOTPaMMHBIX U MPOTPAMMHO-ANIIAPATHBIX CPECTB (MEKCETEBBIX IKPAHOB, CPE/ICTB
KOHTPOJISI CheMHBIX MallIMHHBIX HOCHTEJNeH NH(DOPMALINH, CPEJICTB JI0BEPEHHOM 3arpy3KH,
CpeACTB aHTHBUPYCHOH 3aIHUTHI)

Ulexrust 1.2.2. CtargapTsl o 3amuTe HHPOPMALNH, B COCTaB KOTOPBIX BXOJIAT TPeOOBAaHHUS
M peKOMEHIAINH T10 3aIUTe HHPOPMAIUU IIPOTPaMMHBIMH 1 IIPOTPaMMHO-aIIIapaTHEIMU
CpeacTBaMHu.

HpaKTH‘{CCKI/Ie 3aHATHUA

[MpakTryeckoe 3ausitue 1.2.1. O630p HOPMATHBHBIX MPABOBBIX AKTOB, HOPMATHUBHBIX
METOIMUECKHUX JOKYMEHTOB IT0 3aIUTe HH(OPMAIMH, B COCTaB KOTOPBIX BXOIST
Tpe0OoBaHNS M PEKOMEHIAIMH 110 3aIUTe HMH(POPMAIMH IPOrPaMMHBIMH ¥ IPOTPAMMHO-
anmapaTHeIMH cpeacTBaMu. Pabora ¢ copepkaHueM HOPMaTHBHBIX IIPABOBBIX aKTOB.

[Tpaktuaeckoe 3ansatue 1.2.2. O630p crangapToB. PaboTa ¢ comeprkaHnneM CTaHIapTOB

Tema 1.3. 3amunieHHas aBTOMaTU3UPOBAaHHASL CUCTEMA




UIexkmm

Ulexums 1.3.1. ABTomMaru3zanus npouecca o0pabotku nHpopmarmu , [lonstue
ABTOMAaTH3UPOBAaHHOW cuCTeMBbl. , OCOOCHHOCTH aBTOMAaTH3HUPOBAaHHBIX CUCTEM B
BaIMIIEHHOM HCIIONHEHNH., OcCHOBHBIE BHIbI AC B 3aIIUIICHHOM HCIIOTHEHHUH., MeTOo bl
co31aHNs OE30MACHBIX CHCTEM, MEeTO0IOTHS TPOSKTHPOBAHNUS TapaHTHPOBAHHO
BamumeHHbx KC, JIuckpermmonHbpie Moaean, MaHIaTHbIE MOJIEITH

HpaKTI/ILIeCKI/Ie 3aHATHUA

[MpakTraeckoe 3ararue 1.3.1. Yaer, 00paboTka, XpaHeHHE U Iepeaada HHGopMaIim B
IAVIC, OrpanuueHue 10CTyna Ha BXOJ B cucteMy., Unentndukanus n ayreHTrduKanus
roJsib3oBaresnei, Pasrpannuenue gocryna.

[pakTudeckoe 3anarue 1.3.2. Peructparnms coOwituii (ayaur)., KoHTpob 11eocTHOCTH
TAHHBIX, Y HUYTOXXCHHUE OCTATOYHOM MH(OpMAIUH.

[MpaxTryeckoe 3ausitue 1.3.3. Ypasienue nonuTukoi 6esonacuoctu. lllabnonst
0ezonacHocty, Kpunrorpaduueckas 3amura. O630p nporpamMm mu(ppoBaHus JaHHbIX,
'Ynpaenenue noiautukoit 6esonacHocty. 11labaoHb1 6e30nacHoCTH

Tema 1.4. [lectabunusupyroiiee BO3CHCTBUEC HA 00BEKTHI 3aUThI

Ulekmun

Jlexuns 1.4.1. VictouHukn necTaOnMiIn3upyomero Bo3AeCTBHS Ha OOBEKTHI
BarmuThl. CriocoObl Bo3aeicTBUS Ha HHpOpManuio. [IpuduHs! 1 ycnoBus
ecTaOMIM3UPYIOIIEro BO3IeHCTBYSI Ha nH(popManuio

HpaKTI/I‘ICCKI/Ie 3aHATHA

[TpakTudeckoe 3ansatue 1.4.1.Pacnpenenenre kaHaIOB B COOTBETCTBUU C HCTOUHUKAMHU
BO3ICHCTBHUS Ha MH(OPMAITIIO

Tema 1.5. [IpuHUIMIIBI TPOrpaMMHO-aNIIapaTHOM 3aIIUThl HHPOPMAIMU OT HECAHKIIMOHUPOBAHHOTO J0CTYTIa

Ulekmun

Jlexrust 1.5.1. TlonsATHE HECAHKITMOHUPOBAHHOTO NOCTYyMA K HHGQopMarmu. OCHOBHBIE
OIXOABI K 3amute nHpopmanuu ot HCL

Jlexrust 1.5.2. Opraru3anms qocTtymna K ¢gaiiaaM, KOHTPOIb AOCTYIA U pa3rpaHHdcHIe
mocTyIa, nepapXuUecKuil 1ocTym K ¢aitnam. Oukcanus gocryna K ¢daitnam. Jloctym k
ITAaHHBIM CO CTOPOHBI IIpolecca

Jlexrust 1.5.3. OcobeHHOCTH 3alIUTH JaHHBIX OT m3MeHeHus. [ludposanue.

[MpakTrueckue 3aHATHS

[Tpaktudeckoe 3ansarue 1.5.1. Opraamzanus noctyna K dainam

[TpaxkTrueckoe 3anarue 1.5.2. O3HAKOMIJIEHHE C COBPEMEHHBIMU IPOTPAMMHBIMU H
IpOrpaMMHO-aNmapaTHeIMU cpeacTBamu 3amuthl oT HCJL

CaMocTosITeIbHAS pa60Ta

CuctemaTtnueckasi npopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHON U CIIeIMaIbHOM
TeXHUYECKOH TuTepaTypsl (110 BoIpocaMm K naparpadam, riaBaM yaeOHbIX TTOCOOHH,
cocTaBIIEHHBIM NpenoaaBareneM). [IoaroToBka k mpakTHUECKUM paboTaM ¢
MCTIOb30BaHHEM METOAMYECKUX PEKOMEH AN IpernoaaBatens, ohopMiIeHne
MPAaKTHYECKNX PabOT, OTUETOB K UX 3alHTE.

Pa3,uen 2. 3a1111/1Ta ABTOHOMHBIX aBTOMAaTHU3UPOBAHHBIX CUCTEM

Tema 2.1. OCHOBBI 3alTUTHl aBTOHOMHBIX aBTOMATU3UPOBAHHBIX CUCTEM

Ulexmu

Jlexmmst 2.1.1. Pabora aproroMHO# AC B 3amumieHHOM pexkume. Airoputm 3arpysku OC.
[[ITaTHbIE cCpeacTBa 3aMblkaHus cpeabl. Paciupenne BIOS kak cpeacTBo 3aMbIKaHUS
[porpaMMHOi cpensl. CrucTeMBbl TUIIA DNEKTPOHHBIN 3aMOK. O3 ¢ MPOBEPKON LIETOCTHOCTH
mporpamMMHol cpeapl. [lonsatne AMJI3 (moBepenHas 3arpy3ka). [IpuMeneHune 3akiaaox,
HaTIPaBJICHHBIX HA CHIKEHNE (PPEKTHBHOCTH CPENICTB, 3aMBIKAIOIINX CPELY.

Tema 2.2.3amuTa nporpaMm OT U3y4YEeHHUS

Ulexmu




Jlekuns 2.2.1. Uzyuyenue u odparnoe npoekruposanue I10. Croco6sr usydenus I10:
CTaTHYecKoe U TMHAMHYECKOE N3yUYeHHUE. 3a1a41 3alUThl OT U3Y4YEHHs M CIIOCOOBI MX
pereHus. 3aluTa OT OTIa KU, 3alKuTa OT Au3acceMONIMpoBaHus. 3alkuTa OT TPACCUPOBKU
[10 TIPEPBIBAHUSIM.

Tema 2.3. BpenonocHoe mporpaMMHOe obecriedueHre

Ulekunu

Jlexmust 2.3.1 BpemoHocHOE TIporpaMMHOE 00ecTiedeHre KaK 0COOBIH BUI pa3pyIIarOIInX
Bo3mericTBU. Kiaccnukaliist BpeTOHOCHOTO MPOrpaMMHOTO obecrieueHmst. Cxema
Bapaxxenust. CpeactBa HeWTpanu3zanuu BpenonocHoro [10. [Tpodunaktuka

sapaxxenust. [Tlouck cienoB aktuBHOCTH BpegoHocHoro [10. Peectp Windows. OcHOBHEIC
BETKH, Co/iepKarine HHpopMaruio o BpegoHocHoM [10. [Ipyrue oObeKThl, copepxKaiye
mHpopmanuio o BpenonocHoM 10, daiinsl prefetch.bor-nerst. [TpuHumn
(yHKIMOHNpOBaHus. MeToabl oOHapyxeHus. Kiaccupukanus aHTHBUPYCHBIX CPE/ICTB.
CUrHATYpHBIN ¥ 9BPUCTUYECKHM aHAIK3. 3alliTa OT BUPYCOB B "PyYHOM

pexxnme". OCHOBHBIE KOHIICTIIINH ITOCTPOSHHSI CHCTEM aHTUBHUPYCHOI 3aIUTHI Ha
[IPEATIPUATHN.

[IpakTHueckue 3aHATUS

[MpakTrueckoe 3ansrue 2.3.1. [lpuMeHeHus cpencTB uccieaoBanus peectpa Windows s
HaXO0XJICHUS CJIeI0B aKTUBHOCTH BpeaoHocHOro [10

Tema 2.4. 3anyra mporpaMM U JaHHBIX OT HECAHKIIMOHUPOBAHHOI'O KOIMPOBAHUS

Ulekmun

Ulexrust 2.4.1. HecaHKIIMOHMPOBaHHOE KOMMMPOBAaHUE IIPOrpaMM KaK THII
HC/I.IOpuanveckue acnekThl HECAHKIIMOHUPOBAHHOTO KOMUpoBaHus mporpamm. Ooriee
MTOHSATHUE 3aIIUTHI OT Komuposanus. [Ipuss3ka I10 k anmapaTHOMY OKPY>KSHHIO U
HOCHTEIISIM. 3N THBIE MEXaHU3MBI B COBPEMEHHOM MPOTPAMMHOM O0ECTICYeHHH Ha
mpumepe MS Office.

[IpakTHueckue 3aHsATUS

[MpakTuyeckoe 3ansitue 2.4.1. 3ammnTa HHGOPMALUK OT HECAHKIIUOHUPOBAHHOTO
KOITMPOBAHUS C HCIOJIb30BAaHUEM CIIEIHAIM3UPOBAHHBIX IPOIPAMMHBIX CPE/ICTB.
3anMTHBIE MEXaHU3MBbI B putoxkeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amuTa nHGOpMAIK Ha MAITMHHBIX HOCUTEISX

Ulekmun

Jlexrust 2.5.1. TIpoGema 3amuThl OTYyKIaeMbIX KOMITOHEHTOB [IDBM. MeToab! 3antuTht

MH(pOpPMANUU Ha OTYyXIaeMbix HocuTesix. [lludposanue. Cpencrsa BOCCTAHOBICHHS

octaTouHO# HHpopMarmu. Co3naHue nocekTopHbIx 00pazoB HOKM/I.IIpumenerue cpencts

BOCCTAHOBJICHHSI OCTATOYHOM HH(POPMAIIUHU B CyICOHBIX KPUMUAHAITUCTHICCKIX

PKCIIePTH3aX U MPHU paccie0BaHuy HHIMIeHTOB. HopMaTuBHas 6a3a, TOKyMEHTHUPOBAHHE
e3ynbTaToB. be3aBo3BpaTHOe yaaneHne qaHHbIX. [IpUHIMIIBI 1 aNTOPUTMBI.

[MpakTHueckue 3aHsATUS

[Tpaktudeckoe 3ansarue 2.5.1. [lpuMeneHue cpecTBa BOCCTAHOBIICHUSI OCTATOUYHOM
mH(pOpManuu Ha npumepe Foremost wiu aHamora

[MpakTryeckoe 3austue 2.5.2. [IppMeHeHNe CeaIu3ipOBAaHHOTO TPOTPAMMHO CPEACTBa
U1 BOCCTAHOBJICHUS YAAJICHHBIX (haiiiioB

[Tpaktudeckoe 3ansatue 2.5.3. [[puMeHeHne nporpamm st 0€3BO3BPATHOTO YAAICHUS
JTAHHBIX

[MpaxTrueckoe 3aaarue 2.5.4. [[pumeHeHne mporpaMm IS IUGPOBaHNS JaHHBIX Ha
CHEMHBIX HOCHTEIISIX

Tema 2.6. AnmapatHsle CpeAcTBa HASHTH(OHUKAIINN U Ay TeHTU(UKAINH TT0JIb30BaTeIeH

Ulekun

Ulexrust 2.6.1. TpeGoBaHus K anmapaTHBIM CPEICTBAM WACHTU(DHUKAIINN M ayTeHTH(PHUKAIINN
rmoJyp30Batenel, mpuMensemsiM B O3 1 AIIM/I3. Ycrpoiictea Touch Memory.

Tema 2.7. Cucrembl 0OHapyKEHHsI aTaK U BTOPKEHHUH

Ulekmun

|J]e1<um[ 2.7.1. COB u COA, otnuuus B pyHKIUsX. OCHOBHBIE apXUTEKTYPBI




COB.lcnonb3oBanue ceteBbix cHUpGepoB B kadyecTBe COB. AnmnaparHblii KOMIIOHEHT
COB.IIporpammusiii komnoHeHT COB.Mognenu cuctemMsl 00HapyKEHUsI BTOPIKCHHUH,
Krnaccudukanms cuctem oOHapyskeHuUs! Brop>keHHH. OOHapyKeHUE CUTHATYD.
OOHapyxeHHe aHoManui. Jlpyrue MeToibl 0OHapyKEHHsI BTOPXKEHHIH.

[IpakTudeckue 3aHATHS

[IpakTuueckoe 3anarue 2.7.1. MonenupoBanue npoBeaeHus araku. Mzyuenue
MHCTPYMEHTAIBHBIX CPEICTB 00HAPYKEHHS BTOPKEHUH

CamocTosTensHas paboTa

CucteMaTiueckas mpopaboTKka KOHCIIEKTOB 3aHATHH, y4eOHOW U CIIeIHaIbHOM
TeXHUYECKOH TUTepaTypsl (10 BOIIpocaMm K maparpadam, riiaBaM yIeOHbBIX TTOCOOHIH,
COCTaBIJICHHBIM IIpernogaBarteneM). [IonroToBka k IpakTHYECKHM paboTaM ¢
MCIIONB30BAaHUEM METOANYECKUX PeKOMEHIALUH IpenoaaBaTtels, 0hopMIICHHE
PaKTHYECKUX PabOT, OTYETOB K UX 3alHTE.

Pazmen 3. 3amuTa HHOpPMAINY B JIOKABHBIX CETSIX

Tema 3.1. OCHOBBI TOCTPOCHUS 3AIUIICHHBIX CETeH

Ulekun

Ulexums 3.1.1. Cetn, paGoTaromye 1Mo TeXHOJIOTUH KOMMYTaluy naketoB. CTek
mpotokosioB TCP/IP. OcobennocTu mapmipytusaiuu. [ITaTHbIE CpeCcTBa 3alUThI
nH}opmanuu creka nporokosoB TCP/IP. CpexnctBa naeHTHUKALNY U ayTEHTU(DHUKALIIH
Ha pa3HbIX ypoBHsX mporokona TCP/IP, nocTonHCTBa, HEIOCTATKH, OTPAHUYCHUS.

Tema 3.2. CpenctBa opranuzauuu VPN

Ulekmun

Ulexmust 3.2.1. BuptyanbHas yacTHas ceTb. OyHKIIMY, HA3HAUCHUE, TPUHITHUIT
noctpoeHus. Kpunrorpagudeckue n HekpunTorpaduueckie CpeicTBa OpraHu3aiuu
VPN. Ycrpoiicta, oopasyromrie VPN. Kpunromapipytusarop u

kpuntoduasTp. Kpunropoytep. [IpHHIUITEL, apXUTEKTypa, MOJIEb HapyLIIUTE,
mocronHCTBa M HegocTaTku. Kpuntodunstp. [IpHHIUIEL, apXUTEKTYypa, MOENTb
HapyILIUTENs, JOCTONHCTBA U HEJJOCTATKH.

10

HpaKTI/I‘{GCKI/Ie 3aHATHA

|Hpa1<mqe(:1<oe 3ansatue 3.2.1 Pa3sepreiBanne VPN

10

Paznen 4. 3amura nHGOPMAIIMU B CETAX OOIIETO JOCTYIA

Tema 4.1.00ecnieuenre 6€30aCHOCTA MEXCETEBOI0 B3aUMOIEHCTBUS

Ulekmun

Jlexrust 4.1.1. Meto/p! 3amuThl HHGOpMAIIH P padOTe B CETAX 0OIIEro

noctyna. Mesxxceresble skpanbl Tumna firewall. locronHcTBa, HEIOCTaTKH, peann3yeMble
mouTHKH O6e3omacHocTr. OcHoBHbIE THITH firewall. CuMMeTprYHBIE 1 HECUMMETPHIHBIE
firewall. Yposeuns 1. [laketHbie GpuiabTpbl. YpoBeHb 2. GuibTpanus ciyx0, IOHCcK
KJIFOUEBBIX CJIOB B TEJIE TAKETOB HA CETEBOM ypOoBHE. YpoBeHb 3. Proxy-cepsepa
MpuKIaaHOro YpoBHs. OTHOXOCTOBBIE M MYJIbTHXOCTOBBIE firewall. OCHOBHBIE THIIBI
APXHUTEKTYp MyIbTUXOCTOBBIX firewall. TpeGoBaHuMs K KaXKIOMY XOCTY UCXOS U3
APXHUTEKTYPHI M BBIIOTHAEMBIX QyHKIHA. TpeboBanus mo cepTHGUKAINN MEKCETEBBIX
PKPaHOB.

10

HpaKTM‘{CCKI/Ie 3aHATHUA

[MpakTryeckoe 3anstue 4.1.1. M3ydyenue u cpaBHeHue apxurektyp Dual Homed Host,
Bastion Host, Perimetr. M3y4eHune pa3inuyuHbIX criocoOO0B 3aKphITHs "OMacHbIX" OPTOB

5 cemecTp

Pazmen 5. 3amura napopmanuy B 6a3zax JaHHBIX

Tema 5.1. 3ammra nHGOpMAaIK B 6a3ax TaHHBIX

Ulexmu

Ulexums 5.1.1. [TpuHumn padoTs! MukpodoHa u tenedona. Mcnone3oBanne KOMMYHUKaIAH
B KaUueCTBE COEIMHUTENIBHBIX IPoBo1oB. HernacHas 3anmuck MHGOpMalMy Ha JUKTO(OHBIL.

10




CucTeMbl 3alllMThI OT ,HI/IKTO(i)OHOB. HOMGHKHaTypa MPUMCEHACMBIX CPECACTB 3allIUThI
I/IH(l)OpMaHI/II/I oT HeCﬁHKHHOHHpOBaHHOﬁ YTCUKU 10 [IPOBOJHOMY KaHAJy.

[IpakTuueckue 3aHATHS

[IpakTuyeckoe 3anarue 5.1.1. M3yyenue mexann3MoB 3amuTsl CYBJ] MS

12
Access. M3yuenne mratHbix cpeacts 3amuTtel CYBJ] MSSQL Server
CamocTosTensHas paboTa 10
Paznen 6. MOHUTOPUHT CUCTEM 3alllUTHI
Tema 6.1. MOHUTOPHHT CHCTEM 3aIIUTHI
Ulekunu
Jlexmst 6.1.1. Tlorstre 1 000CHOBaHHE HEOOXOJUMOCTH HUCIIONB30BAaHISI MOHUTOPHHTA KaK )
HEOOX0ANMOM KOMIIOHEHTHI CHCTEMBI 3aIUThI HHPpOpMannu
Jlexmust 6.1.2. OcobenHocTH (hrKcaIiy COOBITHI, TOCTPOCHHBIX HA PAa3HBIX MPHUHITAIIAX: )
CeTH ¢ KOMMYTAIMel COeTMHEHUH, ceTh ¢ KommyTarmeit maketos, TCP/IP, X.25
Ulexmust 6.1.3. Kimaccudukanus orcinexuBaeMbIx coObITrit. OcOOEHHOCTH MOCTPOCHUS 4
CHicTeM MOHHTOPHHIA
Jlexmust 6.1.4. Vicrounnky nHGOPMAIHAN ISl MOHUTOPHHTA: CETEBBIE MOHUTOPEI,
CTaTHCTHYECKHE XapaKTepUCTHKH Tpadurka uepe3 M3, nmpoBepka pecypcoB o01iero 2
[10JTb30BaHMSI.
Jlexmust 6.1.5. Kitaccudukanus ceTeBbIX MOHHUTOPOB. 2
Jlexkuus 6.1.6. Cuctemsl ynpasiieHus: COOBITHSIMU HHPOPMAIMOHHOM 6€30MacHOCTH 9
(SIEM). O630p SIEM-cricTeM Ha MEPOBOM M POCCHHCKOM DBIHKE.
[MpakTHdyeckne 3aHATHS
[TpaxTryeckoe 3anaTue 6.1.1. M3yueHne u cpaBHUTENBHBIA aHATIU3 PaclpOCTPaHEHHBIX 10
ceTeBBIX MOHHTOPOB Ha npuMepe RealSecure, SNORT, NFR win npyrux aHajioros.
[TpaxTrueckoe 3anarue 6.1.2. Ilposenenue ayaura JIBC ceteBsIM ckaHepoM 10
Tema 6.2. M3yueHue mep 3ammTsl HHGOPMAIMK B HHPOPMAIIMOHHBIX CHCTEMaX
Ulekmun
Jlexkuus 6.2.1. Vzyuenue TpeOoBaHmii 0 3aiute HHOPMAIMH, HE COCTaBIISIONIEH
rocyaapcTBEHHYIO TallHy. 3ydyenue meroanyeckux 1okymeHToB ®CTIOK no npumeneHuto 4
MeEp 3alHTHL
[MpakTrueckue 3aHATHS
[MpakTuyeckoe 3ausitue 6.2.1. Bei6op Mep 3amuThl HHGOPMAIHMHU TS UX peaTu3aliy B
nH(opMannoHHO# cuctemMe. BEIOOpP COOTBETCTBYIOLIMX MPOTrPAMMHBIX U IIPOIPaMMHO- 28
QIIIapaTHBIX CPEJCTB U PEKOMEHAALUI 110 UX HACTPOMKE.
Tema 6.3. V3yueHne COBpeMEHHBIX IPOIPaMMHO-AIITapaTHEIX KOMIIJIEKCOB.
Ulekuu
Jlexuus 6.3.1. YcTaHOBKa M HACTPOHKa KOMIUIEKCHOTO CPEJICTBA Ha IPUMEPE
SecretNetStudio (yaeOHas JIMIICH3M) WK IPYTHX aHAIOTOB. Y CTAHOBKA M HACTPOWKA
MIPOTPaMMHBIX CPEACTB OIIEHKH 3aIMIIEHHOCTH U ayinTa MH)OPMALMOHHON
0e3omacHOCTH, U3ydeHue GYHKIHMI 1 HACTPOIiKa peXXMMOB paboThl Ha mpuMepe MaxPatrol
8 wIu Ipyrux aHaynoros. V3ydeHue THIOBBIX pelleHni s noctpoenuss VPN Ha mpumepe 10
'VipNet nnn Apyrux aHajgoroB. M3ydeHne COBpeMEHHBIX CHCTEM aHTHBHPYCHOW 3aIIUTHI HA
MpuMepe KopropaTuBHBIX pemenni KasperskyLab winn qpyrux anamoros. Mzyuenue
¢yHkunoHana u obmacrei mpumenenus DLP cucrem Ha mpumepe
InfoWatchTrafficMonitor wim Apyrux aHaIoroB
CaMocTosITeIbHAS pa60Ta 14
Koncynpramm 10
KypcoBas paboTa(IpoeKT), B TOM YHUCIIE: 30
KypcoBast paboTa(IpoeKT) - BHIIOJIHEHHE 28
[MpomexxyTouHas aTTecTanus B popme 3aIUThl KypcOBOH pabOThI(POEKTA) 2

3 MarepuajbHO-TeXHHYECKOE H YUeOHO-MeToinuecKoe ofecneyeHne JUCHHILUITMHBI (MO/TyJIs1)
3.1 CnennajibHble MOMeIEHUA A5 peaau3aluy NporpamMmbl

Hanwmuus yue6HOro kabuHeTa « iHGOPMAIMOHHON 0€30MacHOCTH, JIAOOpaTOPUH HHPOPMAIIMOHHBIX TEXHOJIOTU.



OobopynoBanue y4eOHOro kKabuHera:

- [M0CA/I0YHbBIE MECTA MO KOJIMYECTBY 00YUAIOIIHXCSL;

- paboyee MeCTO MpernoaBaTers;

- KOMIUIEKT Y4eOHO-HArAAHBIX ocobuii « MH(opMaIrnoHHas 6e30MacHOCThY;

- 3JICKTPOHHOE y4eOHOe ocodue.

TexHUYeCKUEe CPeICTBA O0YUCHHSL:

- KOMITBIOTED C JIMIIEH3UOHHBIM MPOrPAMMHBIM 00ECHeYCHUEM, MYJIbTUMEAUNHBIA JUANPOSKTOpP, WHTEPAKTHBHAS
JIocKa.

3.2 UndopmanuoHHOe obecnieyeHHe pean3ali NporpaMmbl
3.2.1 OcHoBHas auTEpaTypa

1. Baykos, A. A. OcHOBBI HHPOPMAIHOHHOH 6E30MaCHOCTH: 3amuTa HHGOpMAIUH : yueGHOE TOCOOHE AT CPEIHEro
npogeccuoHaabHOTO 00pazoBanus / A. A. BHykoB. — 3-¢ u3sn., nmepepad. u morn. — Mocksa : M3natensctBo KOpaiit, 2021. —
161 c. — (IlpodeccronanpHoe obpa3zoBanme). — ISBN 978-5-534-13948-8. — Tekcr : anekTponHslit / OOpa3oBarenbHas
mwiardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/475890 .

3.2.2. lonoTHUTEIbHAS JIUTEPATYpPa

1. Kazapumn, O. B. [IporpamMmmHo-amnmapaTHBIE CPEICTBA 3aIUTH HHPOPMAILIWH. 3alIiTa IPOTPAMMHOTO 00eCIIeUCHNS. |
yueonuk u npaktukym mst CIIO / Kazapunr O. B., 3a6a0ypur A. C.. — Mocksa : FOpaiit, 2021. — 312 ¢. — ISBN 978-5-534-
13221-2. — URL:https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-
obespecheniya-476997. — TekcT : 3JIeKTPOHHBIIA.

3.2.3 MeToanueckas JuTepaTypa

[MpodeccronanbHbIil TUKI | METOAWYECKHE MaTepuallbl JUlsl o0yydaromuxcs Hanpasienus noarorosku 10.02.05 "Obecneuenue
nH(popMannoHHOH 6e30IMacHOCTH aBTOMaTH3NPOBaHHBIX cucteM" / Ky30acckuil rocynapCcTBEeHHBIH TEXHHUECKUH YHUBEPCUTET
uMm. T. ®@. T'opbauera ; Kapenpa nadopmarmonHoii 6ezonacHoctH, cocraButenu: E. B. [Ipokomenko, A. B. Mensenes, A. T.
Kupenbepr. — Kemeposo : Ky3I'TY, 2020. — 290 c. — URL:http://library.kuzstu.ru/meto.php?n=9964. — Tekcr :
3JEKTPOHHBIN

3.2.4 UnTtepHeT pecypchbl

1. OUOC Ky3I'TY:

a) Dnektponnas oudmuorexa Ky3['TY. — Tekct: anexkrponuslii / Hayuno-texuuyeckas 6ubmoreka Kysoacckoro
rOCYyAapCTBEHHOTO TeXHUYECKOTO yHUBepcuteta uM. T. @. ['opbauesa : caiit. — Kemeposo, 2001 — . — URL:
https://elib.kuzstu.ru/ . — Tekcr: 3meKTPOHHBIHA.

b) [Mopran.Ky3['TY : ApromaruzupoBannas Mudopmanmonnas Cucrema (AUC) : [caiit] / Ky36acckuii rocynapcTBeHHbIH
TexHuuecknil yausepcuret uM. T. @. Fopbauesa. — Kemeposo : Ky3I'TV, [6. r.]. — URL: https://portal.kuzstu.ru/. — Pexxum
JOCTyTIa: JJIS aBTOPH3. MONIb30BaTeneil. — TeKCT: AIeKTPOHHBIH.

¢) DnekTporHoe oOyueHwue : [caiiT] / Ky30acckuii rocymapcTBeHHBIH TexHUUecKuii yHuBepcuTeT uM. T. @. ['opbayera. —
Kemeposo : Ky3['TV, [6. r.]. — URL: https://el.kuzstu.ru/ . — Pesxum goctyma: muist aBropus. noss3opareneit Ky3s['TY. — Teker:
3JIEKTPOHHBIH.

2. ®CTOIK Poccun : denepanbHas cayx0a 10 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJIO : OPHUIUANEHBINA caiiT / DAY
«THUUU TIT3U ®CTOK Poccum». — Mocksa, 2004 — . — URL: www.fstec.ru. — TekcT: 3J1eKTPOHHBIIA.

3. SecurityLab.ru : nHpOpMaMoHHbI# mopTai o 6e3omacHocTH : caiit. — Mockea. — URL: https://www.securitylab.ru/ . —
TekcT: 3JIeKTPOHHBII.

4. JlemapramenTt o6pa3zoBanusi Bomoroackoii o6iacty : odunmanpHbIii caiit. — Bomorma. — URL: http://depobr.gov35.ru/ . —
TekcT: 3JIeKTPOHHBII.

5. BIOMETRICS.RU : Poccuiickuii 6momerpudeckunii moprai : cait. — Mocksa, 2000 — . — URL: www.biometrics.ru . —
TeKkcT: 31IeKTPOHHBIH.

6. InformationSecurity/Uudopmaronnas 6e3omacHocTb : caiit. — Mocksa. — URL: http://www.itsec.ru. — Tekcr:
JJIEKTPOHHBI.

7. eLIBRARY.RU : HayuHast anektpoHHas 6ubnuoreka : caiit. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pexxum
JIOCTYMA: /ISt 3aPErUCTPHp. MoJIb3oBartelieil. — TeKeT: aNeKTpOHHBIH.

8. I'apanT. py : HHPOPMALMOHHO-TIPABOBOM MopTai : caiit. — Mockea, 1990 — . — URL.: https://www.garant.ru/ . — Tekcr:
3JIEKTPOHHBIN.
9. KoucynsrantILitoc : KOMIBIOTEpPHAs! CIIPABOYHO-TIPABOBas cucTeMa : caift. — Mocksa, 1992 — . — URL: www.consultant.ru .

— TeKCT: 2JEKTPOHHBI.
10. EnuHoe okHO ocTyma K 00pa3oBaTelbHBIM pecypcam : nHpopMannoHHas cucrema : caiit / @AY THUU UTT
«Hubopmukay . — Mocksa, 2005 — . — URL: http://window.edu.ru/ . — Tekct: 3eKTpOHHBIIA.


https://urait.ru/bcode/475890
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
http://library.kuzstu.ru/meto.php?n=9964

11. Poccwuiickoe oOpa3oBanue. DenepanbHblii 00pa3oBaTenbHbIi mopran : cat / ®IAOY ATTO LPT'OIT u UT. — Mockga,
2002 — . — URL: www.edu.ru . — TeKkcT: 3IeKTpOHHBbIIL.

4. Opranusanms caMoCTOATeJbHOI padoThl 00y4Yaromuxcst

CamocTosTensHas padoTa 00y4arouXCsl OCYIECTBIAETCS B 00beMe, YCTAHOBICHHOM B pasjieie 2 HaCTOSIIIeH IPOrpaMMBbl
JIUCIUIUIUHBI (MOIYJIS).

JIist caMOCTOSsITeNbHOM paboThl 00YJaIOIIMXCSI IPEAYyCMOTPEHBI CIICIIMAIbHBIE TOMEIICHNS, OCHAIICHHBIC KOMITBIOTEPHOI
TEXHUKOH ¢ BO3MOKHOCTBIO OIKITIOUSHISI K HH(POPMAIMOHHO-TEIEKOMMYHHKAIIMOHHOH ceTH "MHTepHeT" ¢ 00ecreueHneM
JIOCTYTIA B 3JICKTPOHHYIO HH(OPMAIIMOHHO-00pa3oBaTenbHyto cpeny Kys['TV.

6. Nnble cBegeHus M (MJ1M) MATEPHAJIbI

1. O6pazoBaTenbHBIN MPOIECC OCYIIECTBISIETCS C UCIOJIB30BAHNEM KaK TPAAHUIOHHBIX, TAK U COBPEMEHHBIX HHTEPAKTUBHBIX
TexHONOrui. IIpu KOHTaKTHOW paboTe MeAarorniaeckoro paboOTHUKA ¢ 00YJAIOIINMHUCS IPUMEHSIOTCS CIIEAY OIS JIEMEHTHI
WHTEPaKTHUBHBIX TEXHOJIOTHH:

- COBMECTHBII pa300p MpoOIeMHBIX CUTYalnH;

- COBMECTHOE BBISIBJICHUE IPUYNHHO-CIICACTBEHHBIX CBS3€H Bellled U COOBITHH, MPOUCXOISIINX B TIOBCEAHEBHOM KU3HU, U UX
COIOCTaBJICHUE C yUEOHBIM MaTepPHAIIOM.

2. IIpoBeneHue rpynnoBbIX U MHAUBHYaJIbHBIX KOHCYJIbTAllUN OCYIIECTBISETCS B COOTBETCTBUHU C PacIIUCaHUEM
KOHCYNbTAIMH M0 TeMaM, 3asBJIEHHBIM B paboueil nmporpamMme JUCHUILIUHEI, B IEPUO]T OCBOCHUS JUCLUIUINHBL U NIEepe]]
MIPOMEXKYTOYHOH aTTecTaIlell ¢ y4eTOM pe3yIbTaToOB TEKYIIEro KOHTPOJIS.
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